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Abstract

This document provides a comprehensive description of the RESILOC Inventory developed
as a web-based set of user interfaces, backend services, and databases. To achieve this,
RESILOC follows an Agile approach by breaking the development task into four sprints,
which involves constant collaboration with community users, offering continuous
improvement, and getting approval from stakeholders at every stage. Moreover, technical
features used to develop inventory frontend, inventory backend, and open data middleware
are presented in detail to illustrate how the system is developed. Finally, the deliverable
gives an overview of the verification plan of the inventory.
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1 Executive Summary

This D4.1 entitled “AGILE Implementation of RESILOC Inventory” presents the AGILE
development details of the inventory, which is the first released tool in the Software phase of
the RESILOC project. This deliverable is heavily interlinked and built on top of the outcomes
and knowledge extracted from the design performed in D2.7 (Architecture of the RESILOC
Inventory) and made use of the feedback derived from communities in 4 different sprints from
December 2020 to November 2021 to identify the essential features and required refinements
on the components of the inventory. Generally, this is a public document and can serve as a
comprehensive view of the proposed solution, used for either the Software or the Trial phase,
to communicate the project’'s accomplishments.

More specifically, the objectives of the deliverable D4.1 are as follows:

o Provide information at high-level technical features, hardware and software
components, and critical quality requirements of the inventory.

e Present details about the Agile implementation approach of the inventory, which
considered all the users' feedback derived from 4 sprints, including the methodologies,
technical documentation management, source code management and deployment of
both frontend and backend.

e Present technical details about the fully integrated Inventory in both frontend and
backend development.

e Provide specifics on how RESILOC develops and publishes community data as open
data.

e Provide overview of planned verification and validation of the inventory system.

While the deliverable D4.1 is the first document released in the Software phase, it accompanies
in month 30 with the D4.6 (RESILOC Platform Developed) — an internal release that
summarises the technical activities that were engaged so far in WP4, sketches the current
plans, and provides an outlook of how we plan to construct the RESILOC Platform. Moreover,
for the cooperation with WP5 for the trials, a thorough and comprehensive understanding of
what the inventory is going to be will also be very useful.

RESILOC — GA 833671 Public 1
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2 Introduction

Deliverable 4.1 is the first of six deliverables in Work Package 4 (WP4). In this section, a
general introduction of this document, the RESILOC Inventory, as well as target audience are
given.

2.1 Purpose and Scope

As a part of technical activities in the Software phase, Deliverable 4.1 reports how RESILOC
uses an Agile approach (Cockburn, 2006) to incrementally and iteratively develop the inventory
— a scalable database solution to facilitate resilience-related information awareness,
comprehensive data management, and open data exchange for all community partners.
Ultimately, this leads to the development of an integrated RESILOC cloud platform afterwards,
which will be used to assess resilience at the community level.

The RESILOC Inventory is developed as a web-based set of interfaces, services, and
datastores, providing end-users and researchers the possibility to populate and make use of
the RESILOC Inventory SaaS. The tool will be developed on top of Open Source based
technologies (e.g., JavaScript, PostgreSQL, and MongoDB) and will run on a Cloud
infrastructure (either commercial or research provided) to be easily scaled and maintained.
The approach to follow will be distributed, and the inventory itself will be highly customisable
for future evolution and future-proof capabilities.

In general, the inventory provides an effective Ul to help users manage their data. The
inventory Ul also offers the user varied features for collecting and organising data through
numerous functions at hand such as template inheritance, data duplication, event notification,
and searching, sorting & filtering options. Running in parallel and handling requests from the
Ul is the inventory backend that aims at processing all heavy tasks in the background. It
ensures performing all the required actions in the most efficient and logical manner, spending
as little time and resources as possible.

In the inventory, each entity is hierarchically linked to its higher-level semantics. The basic idea
involved here is that a proxy is an atomic entity, which can be associated with multiple
indicators. Similarly, each indicator can be connected to numerous scenarios. The level of
consistency of entities’ relationships along with defined parameters tied to those relationships
ensures that resilience assessment is achievable and dependable.

The data entry level, i.e., snapshot — a logical copy of a scenario at a particular point in time,
is continuously monitored by the inventory. Once any of them are submitted by users, the
Semantic Layer service will be alerted by the inventory so that it can start assessing the
resilience value of a snapshot. The resilience calculation is based on previously accumulated
information/knowledge entered by community users. Hence, the users certainly have not to
worry about manually calculating resilience as the inventory and the Platform will inevitably
carry out it for the user.

We also propose to include in this deliverable a special feature known as “Open Data”.
RESILOC open data keeps track of and publishes all community data, which is configured by
community users as “public” visibility, for the sake of impactful re-use, especially through inter-
sectoral collaborations and partnerships among communities.

RESILOC — GA 833671 Public 2
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The inventory will be used by the four local community partners of the RESILOC project. Target
groups are the local authorities, first responders and their emergency managers, citizens, and
civil society. A potential extension to further target groups should be expected.

A functional mock-up version of the inventory had been introduced with end-users in December
2020 in the 1st sprint, followed by a hands-on user story and real-time use in the 2nd sprint in
April 2021. Next, it had been made available for actual access and use by all communities
since the 3rd sprint in September 2021. RESILOC developers leveraged those sprints as an
excellent opportunity to derive detailed feedback and suggestions from communities for further
and essential improvement. Concerning each sprint, end-users were requested to “give an
approval to continue the implementation” or “request to stop and rethink”.

The RESILOC Inventory was up and will be running from September 2021 until the end of the
RESILOC project. Since the inventory is a Web-based service and always online, all changes
that have been quality controlled can be immediately reflected in the live mode for actual uses
by users. Possible more extended usage should also be considered. Maintenance after the
project will need to be discussed and agreed upon during the course of the project.

2.2 Target Audience

This document will be made publicly available. The results of the inventory developed are
especially interesting for people working for organisations in the local authorities (e.g., policy
makers, policy consultants, and technical services operating in the community), first
responders, emergency services, and the LRTs.

More specifically, the target audience for this deliverable includes:

e Partners and Advisory & Reference Group in the RESILOC project.

e European Commission.

e European Commission's delegates.

e Horizon 2020 projects and related resilience projects in the H2020-EU.3.7.5. program.

e Communities involved in the RESILOC trials.

e Authorities (regional & local level) aiming at increasing resilience to crises and
disasters.

e Public and private organisations that develop and reinforce their capacity to react to
disasters.

This deliverable is applicable towards non-technical audiences since a high-level overview of
the inventory is also described at the beginning of the deliverable, i.e., Section 2 (Introduction)
and Section 3 (Inventory Specification).

RESILOC — GA 833671 Public 3
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3 Inventory Specification

This section first provides a high-level overview of the RESILOC Inventory features along with
user roles defined. Furthermore, the technical specifications are described in detail,
showcasing how the inventory components are developed, connected, and interact efficiently
with each other. Finally, quality requirements are mentioned to ensure the effectiveness of the
entire system. While D2.7 focuses on the architecture of the RESILOC Inventory, this section
concentrates more on the implementation process.

3.1 Overview

The RESILOC Inventory aims at providing an efficient interface for different types of community
users to manage community-based resilience data. It shall provide the users with varied
options to manage their data effectively and efficiently through various functions at hand.

Overall, the inventory supports the primary following features:

e RESILOC admin side:
o Admin Dashboard.
RESILOC user management — create, read, update, and delete (CRUD) users.
RESILOC community management — CRUD communities.
RESILOC proxy management — CRUD RESILOC proxies.
RESILOC indicator management — CRUD RESILOC indicators.
RESILOC scenario management — CRUD RESILOC scenarios.
Open data creation and sharing
e RESILOC community side:

O O O O O O

o User registration and authentication.

o Community subscription — let users follow communities.

o Community profile configuration.

o Community user management — update the role of community users.

o Community proxy management — import, create, read, update, and delete

(ICRUD) community proxies.

Community indicator management — ICRUD community indicators.
Community scenario management — ICRUD community scenarios.
Community data entry management — CRUD snapshots.
Assessment timeline overview.

o O O O

With regards to RESILOC-elements, i.e., RESILOC proxies, indicators, or scenarios, they are
formal templates generated by the RESILOC admin according to what is researched, defined,
and verified in the T3.1 (Definition of resilience indicator and matrix) and T3.2 (Definition on
new strategies for improving resilience). If community users find any of those templates to be
helpful and relevant to their communities, they can inherit them to form community proxies,
indicators, and scenarios without the need to put everything in by hand or from scratch. Our
inventory allows users to highly customise the data to suit the needs of each community
individually. Once inheriting from RESILOC templates, they have the freedom to modify
inherited entities from proxy level, or users can create their own community proxies, indicators,
or scenarios if there are no appropriate templates provided.

RESILOC — GA 833671 Public 4
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The users of the RESILOC Inventory will have different permissions and abilities in accordance
with the role they are given for a particular community. The roles currently defined in the
platform are listed below:

¢ RESILOC admin: users who come from the RESILOC consortium responsible for the
management and configuration of the RESILOC entities mentioned above and
guarantee the inventory's performance, integrity, and security.

e Community side:

o Community admin: the users who are responsible for managing and assigning
roles for other community users. Community admins are set by RESILOC
admins to generate a working environment for a community.

o Local manager: the users who have control over community settings (such as
community description, metadata, or privacy settings) and can create, view,
edit, and remove community entities, i.e., community proxies, indicators,
scenarios, and snapshots.

o Resilience expert: the users who own in-depth knowledge about resilience.
They can assist local managers in organising community entities for resilience
assessment.

o Local Resilience Team: the members of LRTs that have full access to view all
the community configurations that resilience assessment results.

o Citizen: this is the lowest-level role that is automatically given to a user when
he/she starts following a community. This user will have the ability to view public
community configuration and resilience assessment information only.

For a detailed description of the RESILOC Inventory, we can refer to the deliverable D2.7.
After 21 months, the implementation of the RESILOC Inventory came to an end. The system
undergoes several quality checks by development teams and uses by community users before
being declared finalised. Further minor changes will be possible throughout the duration of
WP4,

3.2 Technical Environment

The RESILOC Inventory consists of different IT components which need to be developed,
assembled, and executed by technology partners of the consortium:

e The inventory hardware components are provided and supported by the National and
Kapodistrian University of Athens.

e The inventory frontend and backend are designed and implemented by IES Solutions
and Western Norway Research Institute, respectively. Each team is given the freedom
to set up its own development environment. However, specific interfaces were
discussed, agreed upon, and set up to integrate these two components so that they
can interoperate, communicate, and work together in an incorporated manner.

3.2.1 Server and Hardware

In RESILOC, a cloud-based infrastructure was set up to be used as an integration environment
in the form of interworking Virtual Machines (VMs) in order to host the foreseen RESILOC
services and provide the required computational, memory and storage resources. For the sake

RESILOC — GA 833671 Public 5
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of generality, all the resources of the RESILOC Platform are given in this section but the ones
related to the inventory will be highlighted in bold in Table 1.

The following resources were allocated in total:

e 22 cores in total,
e 46 GB of RAM,
e 790GB of disk space.

The above cores/memory/disk were distributed to several RESILOC VMs according to the
project needs. In particular, the technical characteristics of the RESILOC VMs are the
following.

Table 1. Servers and hardware specifications used in the RESILOC project.

Description iR #RAM  #Disk
cores
VM1

FRONT-END 2 | 4GB |40GB Ubtj_lr_léu820.04.02

resilocl.di.uoa.gr EE
VM2 AP| GATEWAY 2 |4cB | a0cp | Ybuntu 20.04.02

LTS Server
INVENTORY BACKEND & DB - Ubuntu 20.04.02

VM3 PRODUCTION ENVIRONMENT | 2 | 4GB |100GB | ™ 15 server
M4 CLOUD PLATFORM BACKEND & |, | 4 =5 | 100 op | UbUNtu 20.04.02

DB LTS Server
VM5 SEMANTIC LAYER 2 | 4GB | 100 g | Ybuntu 20.04.02

LTS Server
VM6 MOBILE APP BACKEND + DB 2 | 4GB | 40cp | Ybuntu 20.04.02

LTS Server
DYNAMIC DATA GATHERING Ubuntu 20.04.02

iy SERVICE 2 | 4GB [100GB | ™ 15 gepyer
Ubuntu 20.04.02

VM8 GITLAB 2 |8GB|50GB | |15 server
VMO REPOSITORY BACKUP SERVICE | 2 | 4GB | 100 gp | UPuntu 20.04.02

LTS Server
Ubuntu 20.04.02

VM10 SURVEY TOOL 2 |26B | 206GB LTS Server
INVENTORY BACKEND & DB — Ubuntu 20.04.02

il DEVELOPMENT ENVIRONMENT | 2 | 4CB [100GB | ™ 15 server

TOTAL 22 |46 GB|790 GB

RESILOC - GA 833671 Public 6
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Each VM is based on a command-line Ubuntu server environment (Ubuntu 20.04.02 LTS
Server). All the VMs were physically hosted in the cloud environment of NKUA located in the
campus of the NKUA Department of Informatics and Telecommunications (DIT) in Athens,
Greece. The VMs were equipped with an Ubuntu Server OS environment and separate IP
addresses were allocated for each VM providing access through a high-speed internet
connection. In particular, a dedicated network was provided with a bandwidth up to 1000Mbps
(through ethernet) both for uplink and downlink. However, since all the RESILOC VMs are
hosted in the same physical server, the communication between VMs is in the range of several
Gbps (depending on the RAM allocated for each VM). Secure remote access was provided to
the responsible partners (using SSH) to customize and configure each one of the RESILOC
services. More CPU, RAM, and disk space resources can be considered depending on the
actual usage and throughput.

3.2.2 Development Techniques

Selecting precise technology stack is one of the most vital steps of the entire development life
cycle. The technology stack refers to the set of technologies, programming languages,
frameworks, and tools used to develop and deploy the inventory. Additionally, since the
microservices designed in RESILOC interact with each other, the selection of tools and
techniques must follow several standards, which are required to ensure full functionality as
below:

e The inventory frontend and backend primarily communicate over the REST APIs (i.e.,
RESTful HTTP (W3C, 2011)). It is also the method for the inventory to communicate
with other microservices in RESILOC, e.g., with the Semantic Layer or Open Data
services.

e The communication between the client (frontend) and the server (backend) is JSON -
a widely used standard for web applications.

e To be given access, all requests must be authenticated using a token-based approach,
meaning that logged-in users will obtain an access token - OAuth 2.0 Bearer Token
(Jones and Hardt, 2012), valid for a limited period. It will allow users to retrieve and
fetch specific information from the backend.

e Docker (Raj, Chelladhurai and Singh, 2015) is used to deploy the inventory
components quickly and reliably on developers' computers or servers (both
development and production environments).

3.2.2.1 Frontend

The design of the RESILOC Inventory Ul was done following specific criteria to simplify the
work done by the end-user. Based on this conclusion, the approach we have followed is to
create a Ul that is simple (including elements, such as buttons, that are necessary within it,
and removing the useless elements), intuitive (using interface components to help the user),
and fast (using a framework to give quick responses to the user).

After an accurate analysis, we chose to build the user interface using a framework that meets
all the required points and allows us to be very responsive to satisfy further end-user requests.
The chosen framework is Angular! together with several add-ons that enrich the user

1 https://angular.io/docs
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experience with simple and intuitive features. It provides the tools as well as a design model
to develop a project in a sustainable manner.

Angular is a structural MVC (Model-View-Controller) framework, based on the TypeScript
programming language (Fenton, 2014), designed for developing web applications. An MVC
framework, like Angular, is based on the split of tasks between the software components, it
consists of:

e Model: is responsible for providing methods to get the application data.

e View: is dedicated to displaying data and iterating with users.

e Controller: receives the user's commands (through the view) by interacting with the
model.

Angular provides a fast and straightforward implementation method; moreover, applications
made in Angular are executed entirely by the browser after being downloaded from the server.
Furthermore, it is supported by the most used browsers at the moment, like Chrome, Firefox,
Edge, and Safari. The version used is 11.22.8.

The executions of Angular's code are done by NodeJS?, based on JavaScript, C, and C++.
Nodejs is a runtime system (a software that runs programming code) optimised for web
applications. This system is object-oriented, meaning that it does not execute a list of
predefined commands in order, but commands are executed based on external event
interactions, e.g., when a user clicks a button in the interface. The current version used is
12.22.3.

The user interface is realised by the Nebular graphics library®, which adds additional
components to facilitate the user experience. As well as providing support for responsive
graphics, it offers several modules to support authentication and platform security. The version
used is 7.0.0.

3.2.2.2 Backend

RESILOC makes use of NestJS* for developing the inventory backend. The rationale behind
the decision is that NestJS is an open-source, scalable, and progressive Node.js framework
for creating compelling and demanding server-side applications. Moreover, it also supports
diverse types of databases (e.g., PostgreSQL, MongoDB, and MySQL) and lots of nest-
specific modules that help easily integrate with standard technologies and concepts like
TypeORM, Mongoose, Passport, or Caching, and much more. Finally, with its ever-growing
community (more than 40,000 stars on GitHub currently®), it turns out to be easier and simpler
to derive a response to the burning queries rapidly.

The inventory uses PostgreSQL (Momijian, 2001) to store all the static, structured, and cross
related data, including RESILOC templates and community proxies, indicators, scenarios,
snapshots, and timelines because this SQL relational database offers full atomicity,
consistency, isolation, and durability (ACID) properties at a high level. Moreover, PostgreSQL
also supports JSON data types and operations, it facilitates the capacity to interact with a
NoSQL database if required. We use TypeORMS®, which is one of the most mature Object

2 https://nodejs.org/en/

8 https://akveo.github.io/nebular/7.0.x/
4 https://docs.nestjs.com/

5 https://github.com/nestjs/nest

6 https://typeorm.io/
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Relational Mapper (ORM) available in the Node.js world, to connect and model entities in the
PostgreSQL database.

On the other hand, we use MongoDB (Bradshaw, Brazil and Chodorow, 2019) to store less
relational data like communities, users, and system notifications. Furthermore, it acts as a
backup plan to further store unstructured data such as social media and sensor data if required.
MongoDB is considered one of the most common NoSQL stores in general and the most
popular in the document store category guaranteeing low latency, distribution, and scalability
and being able to deal with diverse types and structures of data. The data is stored in MongoDB
as documents nested at arbitrary levels. Different documents may have different structures or
fields, whilst document structure can be changed or updated over time. Mongoose’ — an Object
Data Modelling (ODM) library — acts as an intermediate between MongoDB and NestJS server.

Lastly, we implement Redis® as a caching solution to temporarily store frequently accessed
data such as generated authentication tokens. Since data is stored in RAM instead of a hard
disk, it enables faster responses.

3.2.3 Privacy and Security

The objective of this section is to describe the security strategies and regulations that are
applied to guarantee the security of the inventory and the confidentiality, privacy, and visibility
of the data collected, stored, and used in RESILOC. The security practices and principles
implemented for both RESILOC Inventory frontend and backend are mentioned in the following
sections.

3.2.3.1 Frontend

The frontend is developed following several Cybers Security guidelines aiming to ensure
compliance with the security properties of Integrity, Authentication, Confidentiality, Privacy of
Personal Data, and Freshness of information kept in the browser.

Integrity, Authentication, Confidentiality: in the field of communications over the Internet,
the Authentication property is a noticeably significant question as there is no authentication at
Network Layer in the ISO/OSI stack currently implemented with the IPv4 protocol. To mitigate
the lack of network level authentication, what is secured is the HTTP protocol via the Transport
Layer Security (TLS) protocol (Rescorla and Dierks, 2018), which provides authenticated
HTTP connections with integrity and confidentiality properties, resulting in HTTPS.

Authentication is also carried out on another level, which is that of the authenticity of the public
key of the web application: the clients that connect must have a guarantee that the key they
use to authenticate the server is authentic. Through the X.509 Certificate that is issued by
the Certification Authority (CA), it is possible to carry out the trust chain that guarantees that
the public key used is really connected to the web application. The protocol that the RESILOC
Web Application server supports is version TLS1.3. The certificate is of type RSA 2048 bits
(SHA256withRSA) and the issuing Certificate Authority is "Fraunhofer Service".

7 https://mongoosejs.com/
8 https://redis.io/
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With the authentication process described above, it would also be possible to authenticate the
client through a certificate, but this is an authentication method that is not used nowadays, as
it is preferable to authenticate through user registration (Sign Up process) with the web
application. When a user authenticates to the system, a JSON Web Token (JWT)® - a JSON
encoded representation of a claim(s) that can be transferred between two parties - is issued
and stored in the Local Storage of the client's browser.

The JWT is produced by an encoding algorithm known as the HS512 that encodes 2 JSON
objects by applying a 256-bit signature to make the token unique. In the RESILOC Web
Application the token encodes objects like the following:

{
"alg": "HS512",
"typ": "JWT"
}
{
"username"; “communityTester”,
"lat": 1635348774,
"exp": 1635435174
}

The digest which is a string like the following

"eyJhbGciOiJIUzUxMilsInR5cCI61kpXVCJ9.eyJ1c2VybmFtZSI6imNvbW11bmlOeXRIc3Ricils
ImIhdCI6MTYzNTMOODCc3NCwiZXhwljoxNjJMINDM1MTcOfQ.
gAI27NmgSmMARGDrNOAWCOOFpzFgYHBKpFGpr7p2VhCWsylLSPaWrO1SuCqxi_27DBC
6iKStSicHHcOAmMf6zdVvQ"

is injected into the request header of the HTTP datagram whenever a request is submitted
through the API to the backend. The HTTP datagram is modified Just-In-Time by an Angular
interceptor specifically implemented to alter outgoing requests (Arias, 2020).

Freshness: Cookies are small pieces of information that a web application stores in the client
for multiple uses. In common jargon, cookies are associated with information that is saved to
identify a user during their navigation in order to provide them with advertisements that are
tailored to their tastes, so-called profiling. In addition to these purposes, cookies are used to
store personal preferences as well as parameters that the web application stores to work
properly (Barth, 2011). Among the latter is the JWT parameter that is the result of the current
client authentication implementation at the application level of the RESILOC web application.
It is important to keep this information fresh, since the theft of this token by malicious users
would make it possible to authenticate with an identity that is not one's own. To do this, the
web application implements mechanisms to clean the Local Storage, effectively invalidating
the token in the event of user disconnection. This is a precaution that safeguards the user from
the possibility of disclosure of information such as the username.

9 https://jwt.io/
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3.2.3.2 Backend

Authentication: this refers to proving the correct identity of a user. Except for only user
registration, all other endpoints require authentication. The inventory backend applied
Passport, which is the most popular node.js library, well-known by the community and
successfully employed in various production applications, for the sake of secure
authentication. From a high-level perspective, Passport help the backend executes a series of
steps to:

e Authenticate a user by verifying their credentials including his/her username/email and
password and return a JWT. From the backend side, all the passwords are encrypted
and not possible to reverse the hashing process to reveal the original ones.

¢ Manage authenticated state based on through the issued JWT.

e Embed information regarding the authenticated user to the Request object for
additional use in route handlers.

Authorisation: this refers to the method that defines what a user is able to carry out. For
example, a local manager is granted full administrative permissions with community proxies
while a user with a citizen role is only authorised to read them. We applied Role-based access
control (RBAC), which is a policy-neutral access-control mechanism defined around roles and
privileges, using Nest guards?® for authorisation. When applying RBAC (Sandhu, 1998), there
are three guiding rules:

¢ Role assignment: A user can access an endpoint only if he/she has been assigned a
role (by RESILOC admin or community admin).

e Role authorisation: A user’s active role must be authorised. Together with the rule
above, we ensure that users can take on only roles for which they are granted.

¢ Endpoint authorisation: A user can exercise an endpoint only if the endpoint is
authorised for the user’s active role. Along with the two rules above, this rule ensures
that users can exercise only endpoints for which they are authorised.

Visibility: All the data in the inventory has privacy and sharing implications owing to a visible
value that defines and targets its audiences. When saving any data, the users must specify
whether the data is one of those visibilities:

o Draft: data marked as the draft visibility is accessible only with people who configurate
or is responsible for organising this data. For example, a RESILOC proxy with draft
visibility is available by RESILOC admins only, not yet by community users. From the
community side, local managers and resilience experts can access community draft
data.

e Restricted: data indicated as restricted is visible by only people in charge of the
resilience assessment process, i.e., local managers, resilience experts, and LRTs.

¢ Community: data stated as the community visibility is accessible by all users that
followed the community to which the data belongs.

e Public: this is the most open privacy level. Data declared as the public visibility is
available from any users in any community. Public data will be shared as open data.

10 https://docs.nestjs.com/guards
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Going along with visibilities mentioned are granular CRUD operations performed on all data
as depicted in Table 2 below assuring that the whole database is protected. It is worth
mentioning that we use hard delete (i.e., an operation in which data is completely erased from
the database) when users request.

Table 2. Create, Read, Update, and Delete (CRUD) operations by user roles.

LS communty ek Iy e
1. User
a. Users of RESILOC CRUD
b. Users of a community CRUD RUD R
2. Community CRUD R RU R R R

3. RESILOC proxy, indicator, scenario

a. Having draft and restricted visibility CRUD R R

b. Having public visibility CRUD R R R R R

4. Community proxy, indicator, scenario

a. Having draft visibility CRUD CRUD CRUD

b. Having restricted visibility CRUD CRUD CRUD R

¢. Having community and public visibility CRUD R CRUD CRUD R R
5. Snapshot

a. Having draft visibility CRUD CRUD CRUD

b. Having restricted visibility CRUD CRUD CRUD R

¢. Having community and public visibility CRUD R CRUD CRUD R R
6. Timeline CRUD R CRUD CRUD R R

3.3 System Requirements

The purpose of this section is to provide an overview of the essential requirements that the
RESILOC Inventory should satisfy based on discussions with end users during the sprints,
grant agreement, and developers’ experience. For the sake of transparency and consistency,
the defined conditions are categorised into six groups according to the quality attributes to
which they are most relevant. Functional specification considering end-users’ demands,
collected during various meetings and gatherings, have been fulfiled and adopted as key
concepts during the inventory design process as mentioned in the D2.7.
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i

3.3.1

3.3.2

3.3.3

Usability

The inventory must be easy to use and promptly accessible by local managers,
resilience experts, LRTs, and citizens without the need to read and follow an extensive
number of manuals.

The inventory must be intuitive and straightforward in presenting all essential data and
related relationships.

All the menus, buttons, tooltips, etc. of the inventory must be easily discoverable,
navigable, and comprehensible by all the users.

The inventory should offer all the filtering, sorting, and searching functions to let users
get the data in the desired way.

The inventory must provide multi-language features using a one-to-one translation
mechanism that can be used to translate any kind of content for the sake of
convenience towards local users.

Reliability

The inventory must provide both authentication and authorization mechanisms to users
to confirm the identity and prevent breaches and any foreign entity retrieving, updating,
or deleting the data.

The inventory must react gracefully to improper usage and give precise and regular
notification to the users to help them recognise any inaccuracies and errors that can
cause mistakes or missing data.

The inventory should provide the user information on the completion of requests and if
any of them fail, it should give the user apparent reasons for the failure.

The inventory should not make changes to any data in the database for any
unsuccessful requests.

Performance

The inventory must return data without noticeable delay. This mainly concerns pages
with personalised dynamic contents e.g., community configuration and resilience
assessment pages.

Where applicable, asynchronous technologies such as AJAX!! should be utilised to
partially update views or continuously save information.

All the essential functions of the inventory must be introduced to users and be ready
every time the system is started. In case the inventory is down, it should be able to
resume operation with the last stable state before the crash.

Resource usage e.g., CPU, memory, and disk, must be monitored at the server side to
predict peak loads and compare performance measurements at different points.

11 https://www.w3schools.com/js/js_ajax_intro.asp
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i

3.34

3.3.5

3.3.6

Interfacing

The inventory’s user interface should be designed to offer an efficient, ergonomic, and
intuitive way of viewing and organising data. In addition, the interface provides roll-back
designs for users to return previous steps if they have wrong operations.

Pagination techniques must be applied to ensure not so much information is shown on
the same page.

To maintain consistency, the inventory should apply one template for different pages.
Further, it must keep the interface behaviour the same for all actions to avoid causing
users’ surprise.

Simple and pleasing will guide the inventory design.

Packaging

The inventory must come along with a short manual that instructs users to precisely
work on functions. Where essential, descriptions or tooltips should be placed onto the
user interface directly.

EU regulations and national laws regarding public web services need to be respected
and followed. This particularly concerns accessibility, privacy, and security.

Supportability

The inventory is built as a web service; hence, it is extremely compatible, and users
can access the inventory proficiently even on computers not having modern
specifications.

The inventory must be adaptable even if additional communities, user roles, or
languages are added later.

The community data should be published as open data according to users’
configuration to make the inventory more shareable, usable, and extensible.

3.4 Ethics Considerations and Data Protection

All activities that have been included in the report comply with Regulation (EU) 2016/679
known as General Data Protection Regulation (GDPR) and 2002/58/EC Directive on privacy
and electronic communications as well as with relevant national data protection and privacy
laws, codes of practice and guidelines. Two activities were conducted as part of Task 4.1,
which involved data collection from individuals and, therefore, subject to ethical considerations.
These included:

Participation in 4 sprints, which are chances for the consortium to meet, evaluate, and
give feedback on all software components. They are used to keep the requirements as
close as possible to the needs of the end-users.

User registration process allows users to access and interact with RESILOC Inventory
functionalities during and after sprints. Personal data, including first name, surname,
email address, and phone are stored. However, we implemented different security
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methodologies to protect personal information as aforementioned in Section 3.2.3
(Security and Privacy).

All the sprints were done by providing participants with an information sheet to ensure that they
were fully aware of the aims and purpose of the meetings and how the data collected would
be used and asking them to also complete and sign an informed consent form before attending.
The consent form provided additional information on how their data would be protected, how
they could withdraw the participation from sprints, what their rights as research participants
were, and who to contact if they had any questions or other concerns.

The work with research participants for this deliverable did not involve recruitment via social
media. The process and activities were approved by the Author’'s Data Protection Officer as
registered through the RESILOC Management. Only the data used in compiling this report has
been retained. All other data collected incidental to this report has been permanently deleted
on submission of this report.
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4 AGILE Implementation of RESILOC Inventory

This chapter describes the usage of Agile software development (Schwaber and Beedle, 2002)
to develop the RESILOC Inventory. It is open to changing requirements over time and
encourages regular feedback from the end-users. The Agile implementation guarantees that
the inventory is iterative, incremental, evolutionary, and adaptive through continuous delivery,
integration, and collaboration. The agile methodology aims to shorten the time between the
decision-making process and the feedback gained from the community users. This is a
software development model used to build complex software and product development with
iterations that are of definite duration, known as “sprints”.

The purpose of the sprint is to verify if users’ requirements and expectations have been
touched or there are any recommendations to adopt some modifications, afterward gathering
and translating these feedbacks as new tasks for developers. This is particularly valuable
towards RESILOC for the reason that it allows news features to be reviewed by community
users, thereby leading to changes to existing requirements or the discovery of new ones. Each
sprint has been leveraged as a chance to remind the users about RESILOC scientific timeline,
the sprint series, the RESILOC vision, and what RESILOC will make available relevant to the
subsequent sprints.

Moreover, the sprint aims to keep informed users on the implementation progress, present the
solutions, and discuss its usability through the developed Ul. The community users have the
opportunity for real-time interaction and provide feedback and suggestions for improvement.
A sprint is an occasion to get approval from users to carry on and continue the implementation
of the proposed solutions. The analysis of users’ feedback derived from sprints is also provided
in this chapter.

Finally, technical descriptions given in this chapter will offer a better understanding of both the
inventory frontend and backend developed.

4.1 Development Process

The inventory development task is resource intensive, requiring sufficient time for a completed
final product to be provided in a timely manner and adapting to users’ requirements. A way of
effective and efficient management is by implementing a development methodology that would
promote disciplined project management to structure, plan, and control the process of
developing a system within a reasonable timeframe and without extra effort and costs.

The development is started based on a set of designs and requirements described in the
deliverable D2.7; however, further updates are necessary since we might realise that some
features and functionalities in D2.7 are not obligatory or feasible for implementation because
we come to new concepts in the process of development based on users’ feedback and
developers’ emerging ideas.

During the development process, developers always categorise the tasks into different groups
based on their complexity for the purpose of better management and a more organised
workflow. We prioritise to develop baseline features or the ones having strong associations
with other services (i.e., open data service, semantic layer, or survey tool) in the initial versions,
while more complicated ones are implemented in subsequent releases.
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To make the inventory development effective, some essential stages need to be taken into
account as in Figure 1 including development, integration, and production stages. As sketched
already, the general idea in the development of the inventory is to follow a circle of very small
via the communication among developers from WNRI and IES and verification steps through
different sprints with all community users. This enables the desired feedback loop, in which
inputs from the RESILOC community users lead to new functionality and changes of existing
features or the implementation of new functionalities according to users’ needs.

e e

|

Users’ feedback and comments

Figure 1. The RESILOC Inventory development process.

o Development: the development teams from WNRI and IES organised meetings at the
beginning to identify, discuss, and analyse overall requirements of users to make
adjustments and to ensure that system functions appropriately at the end. At this stage,
the development teams also set standards and stick to it to avoid possible flaws later
on. After guaranteeing that all components and functionalities were considered,
developers begin the actual implementation process thoroughly. The backend in this
stage uses WM3 as the development environment.

e Integration: the objective of the stage is to perform integration of the RESILOC
Inventory frontend and backend. Before starting the integration, the development
teams must ensure that both the frontend and backend are error-free and fit the
designs. Each function on the Ul is mapped precisely to developed endpoints given by
the inventory backend. Communications between frontend and backend will be done
using Hypertext Transfer Protocol (HTTP) using a REST architectural style. A number
of assessments including security, accessibility, performance, stress, and compatibility
tests are conducted to make sure that systems meet all the technical requirements with
the components integrated.

e Production: this is where the community end-users access and actually use the latest
version of the inventory after all of the updates and testing from the integration stage.
In RESILOC, the time to release the inventory to production is several weeks before
each sprint. This is to help developers have adequate time for final checks and
verification to certify that the system is up and running and all functionalities operate
fine with this latest and updated version before giving it to users during the sprints.

e Sprint: this stage aims at removing any gaps between community users and the
development team. To plan and execute sprints productively and correctly, we
articulate the sprint goals, inform these objectives to end-users, and provide them with
well-prepared documentations. Each sprint is divided into two sessions separated by a
week to allow users to interact and experience new components. The first session is
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dedicated to the presentation and real-time usage of the latest developed features
while the second one includes an in-depth exchange of ideas on the functionalities
shown and tried by the users during previous days, aimed at investigating their
impression, collecting comments and judgements to revise and/or validate what has
been developed. Between the two sessions, the development team is always available
to assist users if requested.

During all phases of the development lifecycle, APl documentation and observability are
developed to turn the lights on, see, and understand details and states of components of the
inventory.

Documentation: To support developers of frontend and backend teams communicate and
integrate as quickly as possible to move forward in the inventory development, we implement
and release a live APl documentation using Swagger Documentation'? as depicted in Figure
2. This is a technical content deliverable containing detailed instructions about how to use and
integrate with the inventory backend endpoints effectively. It is a concise reference manual
comprising all the essential information required to work with the inventory backend APIs, with
details about the functions, parameters, request schema, response types, queries, and more,
supported by examples. Since this is a live documentation, it ensures up to date, accurate
information, helps developers have a direct correlation on API adoption, and decreases the
amount of time spent to understand how to work with backend endpoints.

i
RESILOC

RESILOC INVENTORY BACKEND APIs @

The RESILOC Inventory backend APIs documentation

authentications v

flogin Gain access for a use

/logout End access to the RESILOC Inventory a
users e

/users Creale a user accoun

fusers Getall users in the Inventory 8

/users/activation/{id} Requestan emailto activate a user account

/users/password-reset/{id} Requestan email o reset user password

Figure 2. The RESILOC Inventory API documentation.

Observability: It is essential to have metrics and logs to observe, understand and act on the
state of our system. We use swagger-stats'® as an API Observability to understand the state
of workloads of the inventory backend as shown in Figure 3. This tool help to know the details
about:

12 https://swagger.io/docs/
13 https://swaggerstats.io/
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¢ CPU and memory usage,

¢ number of requests and responses (total and by response class),

e processing time, content length and details of requests and responses,

e rates for requests and errors,

e statistics by request (baseline stats collected for each request method),

o timeline (baseline stats collected for each 1-minute interval to analyse trends),

e errors (number of responses for each error code and details for the last 100 errors),
e top 100 requests that took the longest time to handle.

Developers from the inventory backend side frequently check the tool dashboard to monitor
the API performance, and in case there are any failures, they can promptly recognise any
identify their root causes. Additionally, the observability also helps us derive insights into how
community users make use of the inventory or making data-driven decisions about the system
roadmap.

= RESILOC INVENTORY BACKEND STATs

Figure 3. The RESILOC Inventory backend observability.

4.2 User Feedback Analysis

The development of the RESILOC Inventory was characterised by an AGILE implementation
process including interaction phases with the other consortium partners as well as with the
end-user representative communities. These phases, called Sprints, were conducted with the
aim of verifying whether the users' needs, and expectations were met, or they could be
implemented by the developers in a more successful way. Specifically, the RESILOC Inventory
was presented during the 1st Sprint, introducing a first mock-up and describing its earliest
functionalities. From it the RESILOC Inventory was further developed and represented the
main focus of the 2nd Sprint, and partially reintroduced in the 3rd Sprint. During these Sprints,
the inventory was presented, users were updated on the progress of the implementation and
its usability was discussed in detail via the developed user interface (UI). In addition, the users
were allowed to interact with the inventory in real time (interactive session between developers,
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researchers, and users), in order to give feedback and suggestions on the functionalities
offered and exchange thoughts on their use and effectiveness; such information was useful for
improvement but above all to obtain the users' approval to continue the implementation.

The floor was given to community representatives to raise questions or comments and to share
their experience on the inventory usage; the highlights and key points for the improvement of
the RESILOC Inventory, grouped by topics, are presented below.

On usability aspects, researchers and community representatives gave a positive response,
expressing appreciation for the current version, reporting a simple and user-friendly
environment to enter the data required. However, they reserve the opportunity to raise some
remarks once intensive use of the system begins, so that some features could be identified to
be optimised in order to improve usability.

Accessibility, role management and role assignment were discussed extensively; in particular,
the conversations involved the way in which roles are managed and assigned to inventory
users, focusing on the possibility of having multiple roles assignable to each user and the
minimum number of roles required to have a community capable of operating the inventory
comprehensively. The accepted solution envisages that each user has a unigue account,
whereby he/she can login to the inventory and have access to different communities; in each
community, a user may have different roles properly assigned according to his/her expertise
and responsibilities, wherein each role provides different capabilities to interact with the
system. In addition, every community needs to have users holding the role of local manager,
resilience expert and community admin, even if assigned to the same person and thus to a
single user. It was also strongly suggested to make visible on the screen the roles played by
the user for the community selected; the development team proposed a possible solution,
consisting in displaying the roles played by the user next to the name of the community he/she
is operating into.

The usability of the application on mobile devices was another topic raised by the
representatives of the communities; however, the layouts used are responsive (i.e., the
contents are automatically organised and modelled) so all pages can be used on maobile
devices as they are automatically adapted (some specific pages may be more difficult to use
due to their higher complexity).

On the possible corrections/changes to be done, users pointed out a very short autosave time
delay (introduced to avoid data loss in case of connection drop) when entering certain values,
e.g., min and max target, causing trouble in filling in the form. In reply, the delay time of the
autosave function has already been modified, extending it by an appropriate amount of time to
make the required operation easier and more fluent. Regarding the roles management and
assignment, it was suggested to make the users' roles management layout as compact as
possible, aiming to facilitate the users' identification in case there are several registered.

The execution of the Sprints allowed not only the collection of productive feedback and
suggestions for the inventory improvement, but also stimulated the users to identify
beneficial/useful features. During the interactive phase, the users came up with a requirement
to include a filter feature in the proxy, indicator, and scenario lists layout; so that they could be
easily retrieved by typing their names into a search box. Likewise, introducing the import and
management functionalities for proxies, indicators and scenarios, some users expressed the
interest in having a feature that allows the duplication of these elements. In addition to what
has already been stated, users manifested the necessity of a widespread use of tooltips,
transversal to all the sections composing the inventory; their implementation is aimed at
favouring an exhaustive understanding of the items and terminologies presented on screen.
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In addition to what has already been stated, users manifested the necessity of a widespread
use of tooltips, transversal to all the sections composing the inventory; their implementation is
aimed at favouring an exhaustive understanding of the items and terminologies presented on
screen. The implementation of a notification system within the inventory was also suggested,
in order to notify designated users (e.g., Community Admins) on the execution of certain
operations involving their community (e.g., if a user follows his community).

The requests and suggestions collected have been evaluated and prioritised; some of the
previously mentioned functionalities have already been developed and are currently available
in the inventory, such as some tooltips and the filtering and duplication features, while the
implementation of the notification system has not been released yet.

During the presentation of the latest implementations (Sprint #4), which included the language
settings component, the new sorting and searching functionalities, and the duplication
functionality; the users showed appreciation for the accomplishment of their previous requests,
stating also that the tooltips integrated and deployed are easy to understand. The users
provided comments on the utility to have a what-if tool, suggesting some functionality in this
respect, like a sort of versioning tool for the proxies.

According to the discussions on the inventory emerged during the sprints, users appreciated
and approved what has been developed in the inventory so far, states that the inventory does
not have components that needs to be redone or replaced and says that the system is flexible
for further small adaptations.

4.3 Backend Service and Functions

The RESILOC Inventory backend provides functionalities via RESTful APIs with a JSON
payload. Designing and implementing accurate, fast-response, long-lasting APIs is considered
a critical task of the backend service since it is strongly connected with other services in the
RESILOC Platform.

With this in mind, we adopt API-First design (Dudjak and Martinovié, 2020) as our fundamental
engineering principle to ensure that all the information inside the inventory is accessible and
manageable through the APIs. To accomplish this, we design the API contract before
implementing the web service and develop the frontend and backend along with one another
based on the API contract. The live and usable documentation mentioned in section 4.1 plays
a major role since it helps developers, who have not been involved in APIs creation,
understand and explore APIs easily. Currently, the backend service is up and running in both
development and production mode in VM3 and VM11, respectively.

4.3.1 Backend Endpoints

Based on resources initially designed in D2.7, we need to determine what actions apply to
them and how those would map to our APIs. The below subsections list all available endpoints
offered by the RESILOC Inventory backend, along with the description for each one. These
APIs are used to interact with the inventory Ul and other services alike (e.g., semantic layer,
open data middleware, survey tool). Details of CRUD operations according to each user role
were mentioned in

Table 2.
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For the sake of clarity and coherence, the defined endpoints are classified into 13 groups (i.e.,
categories). The endpoints with the padlock icons imply access to these methods is secured,;
therefore, we must provide a valid JWT to unlock. On the other hand, no padlock indicates
free/public access.

4.3.1.1 Authentication

The authentication APIs allow managing all aspects of user identity. It offers endpoints so that
users can log in and log out as shown in Figure 4.

/login Gain access for a user to the RESILOC Inventory by username/email and password

/logout End access to the RESILOC Inventory ﬁ

Figure 4. Authentication APIs.

4.3.1.2 User
The user APIs provides operations to manage users in the inventory as shown in Figure 5.

/users Create a user account
GET /users Get all users in the Inventory ﬂ
GET /users/activation/{id} Requestan email to activate a user account

/users/password-reset/{id} Requestan email to reset user password

GET /users/{username} Getinformation of a user

/users/{username} Update user information

[m /users/{username} Delete a user account a

/users/activation/{userActivationToken} Activate a user account

/users/password-reset/{passwordResetToken} Reset user password

/users/password/{username} Change user password “
/users/roles/{username} Assign roles for a user ﬂ
/users/delete/roles/{username} Remove roles of a user ﬂ

Figure 5. User APIs.

4.3.1.3 User Role
The user role APIs provides operations to get roles of registered users as shown in Figure 6.

GET /user-roles Get defined user roles in the Inventory ﬂ
GE /user-roles/myself Getroles of auser by token and flid ﬂ
/user-roles/{username} Getroles of a user by communities ﬁ

GET /user-roles/{username}/community/{communityId} Get roles of a user by a communitiy

Figure 6. User role APIs.
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4.3.1.4 Community

The community APIs provide operations to generate communities, manage communities’
profiles, and organise users of these communities, as shown in Figure 7.

[ POST /communities Create a community

[ﬂ /communities Get all communities in the Inventory

l
|

[ﬂ /communities/follow/{username} Get available communities for user to follow

{ﬂ /communities/followed/{username} Get followed communities of a user

| /communities/{id} Get information of a community

[ DELETE /communities/{id} Delete a community

[
l

|“ /communities/follow/{id} Let a user follow a community

/communities/languages/{id} Get defiined languages of a community

/communities/users/{id} Get users of a community

&
&
&
]
@
| /communities/{id} Update community information ﬁ |
@
@
@
é
é

| /communities/unfollow/{id} Let a user unfollow a community

Figure 7. Community APlIs.

4.3.1.5 RESILOC Scenario

The RESILOC scenario APIs enable RESILOC admins to perform creating, getting, and
updating on RESILOC scenarios, as shown in Figure 8. Authorised community users can also
retrieve RESILOC scenarios.

POST /resiloc-scenarios Create a RESILOC scenario

GET /resiloc-scenarios Get all RESILOC scenarios in the Inventory

POST /resiloc-scenarios/duplicate Create a RESILOC scenario by duplicating from another RESILOC scenario

GET /resiloc-scenarios/resiloc-indicator/{resilocIndicatorId} Getlinked RESILOC scenarios of a RESILOC indicator
GET /resiloc-scenarios/visible Get all RESILOC scenarios that are visible towards communities (i.e., not draft) in the Inventory
A A e Get all RESILOC scenarios that are visible towards communities (i.e., not draft) in
/resiloc-scenarios/visible/tag/{tagName} the Inventory by tag name
GET /resiloc-scenarios/draft Get all draft RESILOC scenarios in the Inventory

/resiloc-scenarios/draft/tag/{tagName} Get all draft RESILOC scenarios in the Inventory by tag name

@
m
=

/resiloc-scenarios/tag/{tagName} Get all RESILOC scenarios in the Inventory by tag name

@
m
=

/resiloc-scenarios/tags Get all tags of RESILOC scenarios in the Inventory

/resiloc-scenarios/{id} Getinformation of a RESILOC scenario

@
m
=

/resiloc-scenarios/{id} Update a RESILOC scenario

U /resiloc-scenarios/{id} Delete a RESILOC scenario

/resiloc-scenarios/resiloc-indicators/{id} Associate RESILOC indicators to a RESILOC scenario

/resiloc-scenarios/scenario-proxy/{id} Update RESILOC scenario associated values

/resiloc-scenarios/{id}/translation/{language} Tranlate a RESILOC scenario

Figure 8. RESILOC scenario APIs.
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4.3.1.6 RESILOC Indicator

The RESILOC indicator APIs enable RESILOC admins to perform creating, getting, and
updating on RESILOC indicators as well as associate them to RESILOC scenarios, as shown

in Figure 9. Authorised community users can also retrieve RESILOC indicators.

‘m /resiloc-indicators Create a RESILOC indicator

‘B /resiloc-indicators Get all RESILOC indicators in the Inventory

{m /resiloc-indicators/duplicate Createa RESILOC indicator by duplicating from another RESILOC indicator

‘m /resiloc-indicators/resiloc-proxy/{resilocProxyId} Getlinked RESILOC indicators of a RESILOC proxy

‘m /resiloc-indicators/visible Get all RESILOC indicators that are visible towards communities (i.e., not draft) in the Inventory

Get all RESILOC indicators that are visible towards communities (i.e., not draft)
in the Inventory by tag name

‘m /resiloc-indicators/visible/tag/{tagName}

\m /resiloc-indicators/draft Get all draft RESILOC indicators in the Inventory

‘ﬂ /resiloc-indicators/draft/tag/{tagName} Get all draft RESILOG indicators in the Inventory by tag name

‘m /resiloc-indicators/tag/{tagName} Get all RESILOC indicators in the Inventory by tag name

‘B /resiloc-indicators/tags Get all tags of RESILOC indicators in the Inventory

‘m /resiloc-indicators/{id} Getinformation of a RESILOC indicator

PUT /resiloc-indicators/{id} Update a RESILOC indicator

{m /resiloc-indicators/{id} Delete a RESILOC indicator

PUT /resiloc-indicators/resiloc-proxies/{id} Associate RESILOC proxies to a RESILOC indicator
PUT /resiloc-indicators/unassign/{id} Unassign a RESILOC indicator from all RESILOC scenarios

PUT /resiloc-indicators/{id}/translation/{language} Tranlate a RESILOC indicator

Figure 9. RESILOC indicator APIs.

4.3.1.7 RESILOC Proxy

The RESILOC proxy APIs enable RESILOC admins to perform creating, getting, and updating
on RESILOC proxies as well as associate them to RESILOC indicators, as shown in Figure

10. Authorised community users can also retrieve RESILOC proxies.
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POST /resiloc-proxies Create a RESILOC proxy
GET /resiloc-proxies Getall RESILOC proxies in the Inventory
POST /resiloc-proxies/duplicate Create a RESILOC proxy by duplicating from another RESILOC proxy

/resiloc-proxies/visible Getall RESILOC proxies that are visible towards communities (i.e, not draft) in the Inventory

Get all RESILOC proxies that are visible towards communities (i.e., not draft) in the
Inventory by tag name

/resiloc-proxies/visible/tag/{tagName}

GET /resiloc-proxies/draft Get all draft RESILOC proxies in the Inventory
GET /resiloc-proxies/draft/tag/{tagName} Get all draft RESILOC proxies in the Inventory by tag name
GET /resiloc-proxies/tag/{tagName} Get all RESILOC proxies in the Inventory by tag name

/resiloc-proxies/tags Get all tags of RESILOC proxies in the Inventory

GET /resiloc-proxies/{id} Get information of a RESILOC proxy

e

/resiloc-proxies/{id} Update a RESILOC proxy

DR /resiloc-proxies/{id} Delete a RESILOC proxy

‘m /resiloc-proxies/unassign/{id} Unassigned a RESILOC proxy from all RESILOC indicators

‘m /resiloc-proxies/{id}/translation/{language} Tranlate a RESILOC proxy

Figure 10. RESILOC proxy APIs.

4.3.1.8 Community Scenario

The community scenario APIs allow RESILOC admins and community users to create, read,
update, and delete their own community scenarios as shown in Figure 11.

/scenarios/create/community/{communityId} Create a new scenario for a community

POST /scenarios/inherit/community/{communityId} Create a scenario for a community by inheriting from a resiloc scenario

/scenarios/duplicate/community/{communityId} Create a scenario for a community by duplicating from another scenario

/scenarios Get all community scenarios in the Inventory

/scenarios/indicator/{indicatorId} Get linked scenarios of a community indicator

/scenarios/user/{username} Getscenarios that are visible towards a user by his/her communities

GET /scenarios/community/{communityId} Get scenarios of a community

/scenarios/{id} Getinformation of a community scenario

/scenarios/{id} Update a community scenario

DELETE /scenarios/{id} Delete a community scenario

/scenarios/indicators/{id} Associate community indicators to a community scenario

L J ) J

/scenarios/{id}/translation/{language} Tranlate a community scenario

Figure 11. Community scenario APIs.

4.3.1.9 Community Indicator

The community indicator APIs allow RESILOC admins and community users to create, read,
update, and delete their own community indicators as well as associate them to community
scenarios, as shown in Figure 12.
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[ /indicators/create/community/{communityId} Create a new indicator for a community

[ /indicators/inherit/community/{communityId} Create an indicator for a community by inheriting from a resiloc indicator

[ /indicators/duplicate/community/{communityId} Create an indicator for a community by duplicating from another indicator

I /indicators Get all community indicators in the Inventory

[ GET /indicators/static-proxy/{staticProxyId} Get linked indicators of a community proxy

[ /indicators/user/{username} Getindicators that are visible towards a user by his/her communities

[ /indicators/community/{communityId} Get indicators of a community

l /indicators/{id} Getinformation of a community indicator

PU /indicators/{id} Update a community indicator

4 S

PN B /indicators/{id} Delete a community indicator

PU /indicators/static-proxies/{id} Associate community proxies to a community indicator

T /indicators/unassign/{id} Unassign a community indicator from all community scenarios

T /indicators/{id}/translation/{language} Tranlate a community indicator

Figure 12. Community indicator APIs.

4.3.1.10 Community Proxy

The community indicator APIs allow RESILOC admins and community users to create, read,
update, and delete their own community proxies, associate them to community indicators as
well as input snapshot-related values, as shown in Figure 13.

/static-proxies/create/community/{communityId} Create a new proxy for a community

/static-proxies/inherit/community/{communityId} Create a proxy for a community by inheriting from a resiloc proxy

/static-proxies/duplicate/community/{communityId} Create a proxy for a community by duplicating from another proxy

[ ET [static-proxies Get all community proxies in the Inventory
{ ET /static-proxies/user/{username} Get proxies that are visible towards a user by his/her communities
E /static-proxies/community/{communityId} Get proxies of a community
[ GET /static-proxies/scenario/{scenariold} Getcommunity proxies of a scenario
{ GE /static-proxies/snapshot/{snapshotId}/indicator/{indicatorId} Getcommunity proxies by an indicator of a snapshot
[ GE /static-proxies/snapshot/{snapshotId} Getcommunity proxies of a snapshot

ﬁ ,ﬁ
m
N | | NN | | |

/static-proxies/{id} Get information of a community proxy

/static-proxies/{id} Update a community proxy

/static-proxies/{id} Delete a community proxy

/static-proxies/min-max-target/scenario/{scenariold} Update min-max targets of community proxies of a scenario

/static-proxies/relevance-direction/snapshot/{snapshotId}/indicator Update relevance, direction of community
/{indicatorId} proxies of an indicator of a snapshot

HH
S S5

/static-proxies/value-metadata/snapshot/{snapshotId} Update value and metadata of community proxies of a snapshot

/static-proxies/{id}/translation/{language} Tranlate a community proxy

Figure 13. Community proxy APIs.
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4.3.1.11 Snapshot

The community indicator APIs allow RESILOC admins and community users to create, read,
update, submit, and delete their own snapshots, as shown in Figure 14.

POST /snapshots/community/{communityId} Create a snapshot for a community

/snapshots/community/{communityId} Getsnapshots of a community grouped by community scenarios

/snapshots Get all snapshots in the Inventory

/snapshots/indicator/{indicatorId} Get linked snapshots of a communtiy indicator

GET /snapshots/{id}/calculation Get information of a snapshot to calculate it resilience value

/snapshots/{id}/calculation Update calculated values for community indicators of a snapshot

/snapshots/user/{username} Get snapshot that are visible towards a user by his/her communities

/snapshots/scenario/{scenarioId} Get snapshots of a community scenario

/snapshots/community/{communityId}/onhold Get on-hold snapshots of a community grouped by community scenarios

/snapshots/scenario/{scenarioId}/onhold Get on-hold snapshots of a community scenario

/snapshots/community/{communityId}/submitted Getsubmitted snapshots of a community grouped by community scenarios

/snapshots/scenario/{scenariold}/submitted Get submitted snapshots of a community scenario

/snapshots/{id} Getinformation of a snapshot

/snapshots/{id} Update a snapshot

DELETE /snapshots/{id} Delete a snapshot

/snapshots/submit/{id} Submita snapshot

— e _J__J__J___)

/snapshots/{id}/translation/{language} Tranlate a snapshot

Figure 14. Snapshot APIs.

4.3.1.12 Timeline
The timeline APIs provide the ability to get timeline of community as depicted in Figure 15.

Get timeline of a community by community i ]

{ﬂ /timelines/default/community/{communityId}/scenario/{scenariold} P .

Figure 15. Timeline APIs.

RESILOC - GA 833671 Public 27



M
R E S I LO C Deliverable 4.1 — V3.0

4.3.1.13 Open Data

The open data APIs provide GET operations to return all the data in the inventory that are set
as public visibility, as shown in Figure 16.

GET /open-data/static-proxies Get all public community proxies in the Inventory

GE /open-data/indicators Get all public community indicators in the Inventory

GET /open-data/scenarios Get all public community scenarios in the Inventory

GET /open-data/snapshots Get all public community snapshots in the Inventory

GET /open-data/resiloc-proxies Get all public RESILOC proxies in the Inventory

GET /open-data/resiloc-indicators Get all public RESILOC indicators in the Inventory

GET /open-data/resiloc-scenarios Get all public RESILOC scenarios in the Inventory

Figure 16. Open data APIs.

4.3.2 Response Status Code

All the inventory endpoints’ responses come along with a numeric status code (W3C, 1992) to
HTTP requests as shown in Table 3. It is sent back by the backend to specify how the server
handled the transaction, whether a particular request has been successfully completed or
failed with errors.

Table 3. RESILOC Inventory backend response status codes.

Type Code Syntax Code Description
200 OK
Success 2XX 201 Created
202 Accepted
Redirection 3XX 304 Not Modified
400 Bad request
401 Unauthorised
4XX :
403 Forbidden
Error
404 Not found
500 Internal Error
5EXX :
501 Not implemented

The inventory backend is designed to return different status codes according to an endpoint,
context, and action. This way, if a request results in an error, the frontend can promptly get
insight into what went wrong. Figure 17 shows the list of possible HTTP status codes for the
/user/{username}.
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Code Description

200 OK

400 Value validation failed

401 Unauthorised

403 Forbidden resource

404 { "message"™: "Username {username} does not exist" }

Figure 17. HTTP status codes of a user GET endpoint.

4.3.3 Utilisation Functions

One essential requirement of the inventory backend is to ensure that endpoints would allow
for very flexible querying. This would mean including multilingual, paging, sorting, and filtering
functionalities.

4.3.3.1 Multilingual Function

Supporting multilingual function is a special request that we obtained during the sprints. This
is the process of designing endpoints so that users can (1) translate all RESILOC and
community elements, and afterward, (2) the backend can automatically build results in various
languages according to users' preferences. For the time being, the inventory backend supports
four different languages that are English (en), Italian (it), Bulgarian (bg), and Greek (el), as
depicted in Figure 18. However, it is feasible to extend the system for all other languages.

Our approach uses an explicit request parameter based upon a language code in the URL to
determine a language, e.g., &language=en. Translation features are available on both admin
and community sides. It is worth noting that items are not translated automatically. Each item
created in the community default language can have a corresponding field for a selected
fallback language so that community users can manually translate via PUT endpoints. After
translating, the items will automatically be displayed in the users' preferred language.

language *

string

The language code of resiloc proxies to be retrieved

(query) Available values : bg, en, el, it

Example : en

Figure 18. Multiple languages supported for translation purpose.

RESILOC — GA 833671 Public 29



M
R E S I L O C Deliverable 4.1 — V3.0

4.3.3.2 Paging Function

To avoid displaying hundreds or thousands of data (e.g., a bunch of community proxies,
indicators, scenarios, etc.) in the frontend application, all the GET endpoints paginate the
results into discrete pages to make sure responses are easier to navigate and manage as well
as give a better user experience.

Limit and page fields are used for pagination as shown in Figure 19. We have defined default
values for limit and page on results, but it is always recommended to set these parameters
explicitly to ensure how many results are returned. Do not rely on the defaults since the
response might not be what we expect.

limit
Th ber of it blank II: get all it
(query) e number of items per page (blank | null: get all items)

limit - The number of items per page (blank |

page

P ber (blank II: 1st
(quary) age number (blank | null: 1st page)

page - Page number (blank | null: 1st page)

Figure 19. Pagination parameters of GET endpoints.

4.3.3.3 Sorting Function

Sorting is an important mechanism for any GET endpoints that return a lot of data by placing
the items in order. If we want to get a list of users, the APIs can provide options to sort by _id,
username, first name, last name, email, date created, or last date modified by ascending or
descending order as shown in Figure 20. By default, we sort items by date modified in
descending order.

_order

string Ordering options

(auery) Available values : ASC, DESC
_sort

string Sorting options

(query)

Available values : _id, username, firstName, lastName, email, dateCreated, dateModified

b

Figure 20. Ordering and sorting parameters of user GET endpoints.
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4.3.3.4 Filtering Function

In addition to pagination and sorting, we also apply filters to all the GET endpoints to limit
results by specific criteria as shown in Figure 21. Values given to a filtering query should be a
valid format following LHS brackets, which is an effective way to encode operators is the use
of square brackets on the key name. With LHS brackets we can have as many operators as
we need such as [lte], [gte], etc. It is also possible to combine as many filters as we want.

For example, the request GET /users?filter[firstName]=lionel&filter[dateCreated][gte]=2020-
01-01 will return all the users where first name includes “lionel” and account creation date is
after “01.01.2020”. We choose LHS brackets since they are easy to use and offer better
flexibility in the filter value for clients, even though it is a little harder and complicated to parse
on the server-side.

filter
object Filtering options

(query)

"username": "lionel",
"firstName": "Lionel",
"lastName": "Messi",
"phone": "©123456789",
"email": "user@gmail.com",
"dateCreated": {

"gte": "2020-01-01",

"lte": "2021-01-01"
1
"dateModified": {
"gte": "2020-01-01",
"lte": "2021-01-01"
}
}

Figure 21. Filtering parameters of user GET endpoints.

Combining utilisation functions all together:

According to functionalities mentioned in this section, assuming that we want to get all the
community indicators in the inventory that satisfy the below criteria:

e They have a “Community Structure and Agency” dimension.
e They have the text “building” in their names.

o They were created between 01.01.2020 and 01.01.2021.

e They were modified between 01.11.2021 and 15.11.2021.

e They have a “settlement” tag.

e The results are sorted by name in ascending order.

e The first 10 results will be returned.

e The community indicators’ information is displayed in Italian.

In this circumstance, the request should be precisely constructed as in Figure 22 to obtain
expected results:

RESILOC - GA 833671 Public 31



M
R E S I L O C Deliverable 4.1 — V3.0

/indicators?filter[dimension]=community_structure_and_agency&filter[name]=
building&filter[dateCreated][gte]=2020-01-01&filter[dateCreated][Ite]=2021-01-
01&filter[dateModified][gte]=2021-11-01&filter[dateModified][Ite]=2021-11-15 &
filter[tag]= settlement&_order=ASC&_sort=name&limit=10&page=1&language=it

Figure 22. Sample GET request to get community indicators according to different criteria.

4.4 User Interface

The RESILOC Inventory Web Application is the primary vehicle of interaction between the
RESILOC main actors and all the functionality it exposes. Each component of the interface
connects "the user" with a specific subsystem, interacting mainly with a data processing and
analysis module. The interface components use the backend service for data retrieval (e.g.,
representation of evaluation results) and for information input (e.g., creation of proxies,
indicators or scenarios). In order to meet the functional requirements gathered from end users,
all interface components are designed to maintain a high level of usability, security and
efficiency.

The RESILOC Inventory Web Application can be accessed via web browser, either from a
desktop or from a mobile device, allowing end-users to access the offered functionalities and
services. Using the web interface, users are able to easily perform edits on generic community
information, utilise the functionalities needed to define and manage community proxies,
indicators and scenarios, as well as access all the functionalities necessary to manage the
information and enter data in a structured way into the inventory DB. Such approach is
convenient as it adequately prepares the data for the resilience assessment process
performed by the Cloud Platform Subsystem; this system mainly interacts with the inventory
backend through HTTP requests, calling the exposed REST API.

The interface offers a secure access form for users, obscuring fields containing sensible data
(e.g., passwords). To log in, the user must have an account and a pair of credentials: username
and password; if the user is not registered, the interface offers a dedicated environment to fill
in the registration form as in Figure 23.

Resiloc :
Resiloc
Login
Sign up
Username Password
Firstname Lastname
Phone Email

Figure 23. Sign in and sign-up module.
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Once logged in, the user interface of the RESILOC Inventory Web Application appears divided
into 3 main areas as shown in Figure 24.

| sesitoc RESILOC

Catania

Roles
Citizen

Local manager
Community admin
Resilience expert

2 Community

@® Dashboard

@ Configuration

8 Assessments

English

Basic info

Basic info of selected Community

Users
Users in Community/Settings
section

Indicators
Community Indicators in
Community section

Open Data

Data made public by the
community

Proxies
Community Proxies in Community
section

Scenarios

Community Scenarios in
Community section

®) Data Entry

@) Timeline (results)

Data Entry Result assessment
®) Settings Community Data Entry in Community Result assessment in
Community section Community section
RESILOC App Resiloc Project 2020 , m

This project has received funding from the European Union's Horlzon 2020 research and innovation programme under grant agreement No 833671

Figure 24. RESILOC Inventory dashboard.

On top of the page the RESILOC project logo and the User menu are displayed; this menu is
identified by the username chosen by the user and can be opened by clicking on it. From the
User menu it is possible to access buttons (Figure 25) that allow the user to:

e Update the user's current information ("Profile” button),
e Select the community the user wants to work on ("Select community" button),
e Leave the inventory ("Logout" button).
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Profile
Select community

Logout

Figure 25. User menu.

On the left side of the page, the interface shows the name of the community in which the user
is currently operating; the roles played by the user are displayed below. In addition, a dropdown
sidebar menu is provided, containing different sections based on the roles played; each section
is represented by a dropdown menu that reveals different sub-items, enabling access to each
of them (the sidebar menu is responsive and automatically hidden to suit small windows or
screens). The visibility of the different sections housed in the sidebar menu (and their usage)
is based on the role assigned to the user for that specific community as depicted in Figure 26
and Figure 27. A user who plays in distinct communities’ different roles, will see diverse
sections in the sidebar menu, according to the role assigned.

sesitoc RESILOC [ &

Catania <+ Community name |

Roles

Open Data
Data made public by the
community

Citizen
Local manager User roles
Community admin
Resilience expert

22 Community v 5
~
Proxies
‘“ Community Proxies in Community
@ Dashboard section

@ Configuration

Scenarios
Community Scenarios in
Community section

(®) Proxies

<~ Drop down sidebar menu

®) Indicators

®) Scenarios
Result assessment
Community Result assessment in
Community section

®) Assessments

®) Settings
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Figure 26. Sidebar layout and structure of community side.
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Figure 27. Sidebar layout and structure of RESILOC admin side.

The main body of the page is designed to display the panels linked to the menu items
accessible from the sidebar. After the selection of the community to work on, the system
displays in the main body of the page a dashboard, containing all the sections available for the
user (in line with what is visible in the sidebar).

By selecting one of the available menu items, the system returns in the main body of the page
the panel containing all the functionalities associated with the selected item. Figure 28 shows,
as an example, the view returned by selecting the "Indicators" menu item in the Configuration
section.
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Figure 28. The main body of the page showing the panel containing the functionalities
associated with the selected item (the 'Indicators' menu).

The user interface of the RESILOC Inventory is the result of a continuous user-oriented
development process aimed at improving its usability; promptness and easy interaction with
the system are the most appreciated features by the end-user and the ones that most affect
the design of the interface. Each functionality of the interface component has to be presented
in a well-defined and understandable way for the user; accordingly, the RESILOC Inventory
interface is characterised by buttons with clear labels indicating the assigned function and by
tooltips providing clarification where these labels do not apply as shown in Figure 29.
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Figure 29. Examples of the RESILOC Inventory interface tooltips, providing clarification
where labels do not apply.
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The availability of functionalities with a medium-high level of complexity, such as those
involving structured data entry, means that each interface component must be very responsive
during user interaction; supporting the user in a clear way during the required operations,
providing explanatory instructions and using appropriate warning systems when a component
involves an operation which requires specific information as presented in Figure 30.
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R‘g:m < Add new indicator configuration

Local manager
Community admin .
Resilience expert ( 1

2. Community

Name
®) Dashboard

@® Configuration This field cannot be left empty
This field cannot contain whitespace character only

®) Proxies

Visibility Dimension
@® Indicators
@ DRAFT RESTRICTED PUBLIC DRR AND EMERGENCY MANAGE...
®) Scenarios
Description
®) Assessments
Test description
®) Settings
RESILOC App Resiloc Project 2020 iy

Figure 30. Explanatory instructions and warning systems to simplify the filling in of specific
form.

The RESILOC Inventory offers the option to select the language used for the interface labels,
allowing the user to switch between English (the default language) and the local language
(e.g., ltalian, Greek or Bulgarian). Figure 31 shows the language selection function, which is
displayed in the interface by a drop-down list allowing the selection of the desired language.
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ct platform language ~

English
Italian
Greek

Bulgarian

Figure 31. Language selection function by drop-down list.

The RESILOC Inventory interface offers the option to select the elements housed into list or
tables adopting filtering and sorting features, allowing the user to find and retrieve the desired
ones. The filtering function is displayed on top of the lists and adopts a non-case sensitive
character research (Figure 32), while the sorting function allow to display each column by name
(alphabetical order) or by date (Figure 33). The functioning of these features is straightforward,
for the filter the platform searches for the character or the word, chosen by us, within the name,
for example if we search the character "d" inside proxies list, the system will return all proxies
that contain that character. Currently in the platform, we use the filtering function only by
names, but we have ready to use it with other fields, e.g., for proxies we can apply a filter by
type, creation date, last update date and visibility. Regarding sorting, which we display in the
tables, it is available also for data not displayed actually in the lists.
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Figure 32. An example of the filtering function applied to the list of RESILOC Indicators.
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Figure 33. An example of the sorting function applied to the list of Indicators from the
RESILOC Admin interface.
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5 Open Data

This chapter provides vital information about how RESILOC develops, builds, stores, and
publishes open data. All the RESILOC-elements (i.e., RESILOC proxies, indicators, and
scenarios) and community elements (i.e., community proxies, indicators, scenarios, and
shapshots) with “public” visibility, which are configurated by authenticated and authorised
users of the inventory, can be shared as open data. Even though the Open Data function is
not directly a component of the inventory, we mention it in this document since it is considered
as public storage of the data. Community users were informed about the Open Data
functionality during the 3rd Sprint.

5.1 Open Data Introduction

The full Open Data definition gives precise details as to what this means. To summarise the
most important conceptions:

e Availability and Access: the data must be available as a whole and at no more than
a reasonable reproduction cost, preferably by downloading over the internet. The data
must also be available in a convenient and modifiable form.

o Re-use and Redistribution: the data must be provided under terms that permit re-use
and redistribution including the intermixing with other datasets.

e Universal Participation: everyone must be able to use, re-use and redistribute - there
should be no discrimination against fields of endeavour or against persons or groups.
For example, ‘non-commercial’ restrictions that would prevent ‘commercial’ use, or
restrictions of use for certain purposes (e.g., only in education), are not allowed.

The term open in open data is another definition for interoperability. Interoperability denotes
the ability of diverse systems and organizations to work together (inter-operate). In this case,
it is the ability to interoperate - or intermix - different datasets.

5.2 Open Data Platform

OpenAIRE is chosen as the suitable open data platform for providing access to the RESILOC
public data. OpenAlRE is a network of Open Access repositories, archives, and journals that
support Open Access policies. OpenAlRE being a project funded from the European Union's
Horizon 2020 research and innovation program makes it very promising to use it as a platform
to store RESILOC public data there.

OpenAIRE also provides a SPARQL endpoint which makes it very convenient for power users.
SPARQL™ is a query language that enables users to retrieve and manipulate data stored in
an open data platform. By using the SPARQL endpoint, users can query and retrieve the exact
part of the data they want, and the undesired part of data can be ignored.

14 https://www.openaire.eu/
15 https://www.w3.org/TR/rdf-spargl-query/
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5.3 Architecture

Design Architecture of storing RESILOC Open Data is described in the Figure 34 below.

Resiloc Public Data Endpoint

Open Data Middleware
(Pull, Parse, Push)

+

Open Data Platform

Figure 34. RESILOC Open Data architecture.

RESILOC Open Data Middleware is the bridge between RESILOC and the open data Platform.
The middleware consumes data from the open-data endpoints in RESILOC Project, parses
the JSON response to compatible RDF format, and finally pushes the data to the Open Data
platform. For using the middleware endpoints, one must be logged in and have the necessary
permissions. After a successful login, the user calls export API in the middleware and specifies
what is going to be exported. Middleware calls the fitting RESILOC API endpoint (based on
the type of specified data like proxy, indicator, or scenario) and gets the JSON response (Pull).
The JSON format is not a fitting format for storing data in the Open Data platform and it should
be converted to a suitable format (Parse). JSON-LD*® is our choice for making open data
publicly available. JSON-LD is a lightweight Linked Data format. It is easy for humans to read
and write. It is based on the already successful JSON format and provides a way to help JSON
data interoperate at Web-scale. PyLD library?” in python is used to convert JSON files to JSON-
LD. PyLD is extended to our needs so that it adjusts the JSON files so they can be queried by
SPARQL Endpoints. The middleware takes care of this conversion and makes everything
ready for export. Finally, an appropriate API endpoint of the Open Data platform is called to
send the data into the repository (Push).

JSON-LD conversion:

The JSON-LD syntax does not change the structure of the JSON file, and it does not require
many applications to change their JSON. The syntax is designed to not disturb already
deployed systems running on JSON but provide a smooth migration path from JSON to JSON
with added semantics.

16 https://json-ld.org/
17 https://github.com/digitalbazaar/pyld
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A JSON file consists of key-value pairs. In JSON files you cannot typically define types for the
values but with JISON-LD we can achieve that by using context. Let’s say in our JSON file we
have such a key-value pair:

"dateCreated": "2021-07-19T09:40:58.746Z"

Our middleware converts it to
"https://schema.org/dateCreated": [{"@value": "2021-07-19T09:40:58.746Z7}].

DateCreated is a valid defined format from the schema.org website and a power user can
combine different types to query or merge multiple datasets.

With this, we can include different types in our file and enrich it.

Worth mentioning, the format is intended to be fast to parse, fast to generate, stream-based
and document-based processing compatible, and requires a very small memory footprint in
order to operate.

5.4 Middleware Technical Overview

In this section, we will discuss the technical part of RESILOC Open Data Middleware. The goal
of middleware is to continuously provide RESILOC public data in the Open Data Platform
(Zenodo OpenAlRE) so everyone can use these data. Manually converting and putting
RESILOC Open Data was not an option because it’s tedious work. Therefore, Middleware has
a job Scheduler that takes public data from RESILOC Inventory and converts it to JSON-LD
and pushes it to Open Data Platform. Job Scheduler is modified to be run monthly. By the first
of each month job scheduler calls RESILOC inventory APIs that consist of these seven
endpoints namely static-proxies, indicators, scenarios, shapshots, RESILOC-proxies,
RESILOC- indicators, and RESILOC-scenarios. Each job calls all of the endpoints, receives
the necessary data, converts them to JSON-LD, and finally puts them in the Open Data
Platform. The Middleware is written in Python and all HTTP requests are handled by Request
Library in Python. Middleware is hosted on one of Fraunhofer Server respecting all of the
security measurements like firewalls, IP backlisting in case of bots, and so on. Due to the fact
that middleware does not provide any open port to outside, the security measurements are
easier met.
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6 System Verification

This section lists and describes the actions for the verification of the validity of the system and
the conformity of its elements.

As stated in ISO 9000:2005'%: “Validation is the set of activities ensuring and gaining
confidence that a system is able to accomplish its intended use, goals, and objectives (i.e.,
meet stakeholder requirements) in the intended operational environment (i.e., meet
stakeholder requirements) in the intended operational environment (ISO 2005)”.

These actions have to be performed in a methodological way, planned and executed during
the whole life cycle of the system. If intended as a process, validation is a transversal activity
at each stage of the system life cycle. The validation process is a flow that has to be executed
during the whole system life cycle, in combination with the definition and implementation
processes, the results of which are continuously verified.

In the System Validation design of the RESILOC Inventory backend, we planned to carry out
the validation tests during the final phase of the development process. The reason for this
decision is that in the design of the RESILOC Inventory it was not possible to identify in the
beginning all the requirements that would have to be developed during the project. The
requirements were progressively collected during the Sprints in order to create a product as
suitable as possible for the needs of the end-users.

The tool that will be used to perform the requirements validity test will be the Requirements
Traceability Matrix (RTM) (Cleland-Huang, Gotel and Zisman, 2012). This tool is proposed as
a document that allows mapping use cases to individual validation processes (described
below) that characterise each functionality to be validated. In general, there are 3 different
types of validation that differ on the nature of the requirement type to be validated:

¢ Installation Qualifications (IQ): Verify that the machine on which they are deployed
has all the necessary environments to be running properly.

e Operational Qualifications (0Q): Verify that the machine on which the services are
deployed is sufficiently performing.

e Performance Qualifications (PQ): verify that systems perform tasks in real-world
conditions.

As a product that has been designed with continuous interaction with end-users, we have
included another metric:

e User Acceptance Test (UAT): Users produce feedback confirming the effectiveness of
a developed specification,

to perform a validation process, the actions that should be performed are as follows and in the
given order:

1. lIdentification of the requirements and use cases that have been collected during the
previous sprints and interactions with end-users.

2. Translation of requirements into system specifications.

3. Identification of the results expected by the end-users based on the expectations that led
to the identification of the use cases and requirements.

4. Writing of the Requirements Traceability Matrix.

18 https://www.iso.org/standard/42180.html
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Once all of the above verifications have been carried out, it will be possible to go on to compile
the traceability matrix and this will be included as a result of the process in D4.3. Deliverable
D4.3 is a report that contains the results of all the components developed in Work Package 4.
The results are the output of the validation tests carried out on the basis of the requirements
collected from the end-users and allow to give a general but complete view on the compliance
of the developed functionalities and the collected requirements.
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7 Conclusion

The present deliverable was prepared in the context of the WP4 Implementation of the
RESILOC Platform, with the primary goal to document the efforts undertaken within the context
of the T4.1 - AGILE Implementation of RESILOC Inventory. The development specifications,
the inventory implementation’s workflows, and the components that compose the inventory
presented in this document provide deeper insights into how the inventory is created.

The RESILOC project has adopted an AGILE approach for the inventory development, which
has started based on architecture and specifications described in the D2.7, then continuing by
essential updates, enhancements, and adjustments that are the results of a comprehensive
analysis performed on the feedback received from the community users through 4 different
sprints. By facilitating an agile implementation process, we ensure that the inventory
development is highly dynamic, flexible, and collaborative.

The user manual included in this document describes several use cases with detailed steps
that users must take in order to effectively interact with the inventory according to different user
roles.

Verification activities, which are used to ensure the fulfiiment of the developed RESILOC
Inventory towards the design and user requirements, will be performed by T4.3 through
dedicated verification workshops and will be mentioned in detail in D4.3.

In the following steps, the outcomes of this deliverable will support the implementation activities
of the RESILOC Platform. The Platform will include, once completed, the RESILOC Inventory
that will be, nonetheless, available also as a stand-alone product.
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VIIl. Annex A: Ethics Self-Assessment Sheet

i F
RESILOC  RESILOC ethics self-assessment sheet

This document is a self-assessment sheet that must be filled out by owners of RESILOC deliverables.
This is to ensure that research and/or development activities related to each project deliverable
comply with requirements of RESILOC Guidelines on Ethics and Data Protection (GDPR).

This RESILOC ethics self-assessment sheet must be used as part of each project deliverable that
involves humans either in an active (e.g., data subjects) or passive (e.g., affected by tools) manner.
Project reports (e.g., management or financial reports) are not required to undergo this ethics
assessment.

This document is an important exercise part of the RESILOC Ethics Framework as it allows the owner
of each RESILOC deliverable to reflect on ethical consideration and data protection requirements in
a structured and approved manner before submitting the document to the Commission for review.

The document shall be used in line with the RESILOC Ethics Framework including the guidelines and
procedures under deliverables D9.1 to D9.12 (all documents are made available on the RESILOC
Own Cloud). The ethics self-assessment sheet must be included as the 1st Appendix A of the each
RESILOC deliverable. In addition to filling out the sheet, authors must provide explanations of the
answers given on the main table. Such explanations must be provided in the methodology section
of the deliverable using the headline "Ethics Considerations and Data Protection". The ethics self-
assessment sheets of private deliverables must be assessed through the responsible position within
the issuing organisation. However, for public deliverables, the ethics self-assessment sheet must be
approved by the RESILOC Internal Ethics Board. For that, please send this document to the Internal
Ethics Board.

For Information or assistance contact: helena.marruecos@iml.fraunhofer.de
The self-assessment was conducted by: The self-assessment was approved by:
Name Hoang Long Name Rajendra
Surname Nguyen Surname | Akerkar
Institution | WNRI Institution [ WNRI
Date 15.02.2021 Date 26.02.2021
|yes‘ no |n/a

G GENERAL

Did the research for this deliverable involve the collection of personal
data?

Does this deliverable, and the activities that have fed into it, comply with
b Regulation (EU) 2016/679 known as GDPR and 2002/58/EC Directive on | x
privacy and electronic communications?

Does this deliverable, and the activities that have fed into it, comply with
C the relevant national data protection and privacy laws, codes of practice | x
and guidelines?

Are there any ethics risk identified related to your work under this

d deliverable? X
1 Human Participation/ Informed Consent

11 Procedures and criteria that will be used to identify/recruit research participants «
' (D9.1)
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Did the research for this deliverable involve the recruitment of research

a participants? (this includes surveys and interviews)
b Did you identify selection, inclusion, & exclusion criteria?
1.2 Recruitment of respondents via social media (D9.4) X
b Were special measures taken to ensure that the participants are adults?
c Did the research for this deliverable involve data collection using social
media?
q Were measures taken to use only public profiles for the collection of
data?
‘ yes | no ‘ yes| no |n/a
13 Use of the informed consent forms and Info sheets to recruit research «
' participants (D9.2)
a Consent Form was issued
. - Issued in local
b Information sheet was issued
language
Combined sheet was issued
14 Use of the informed consent forms and information sheets on data processing «
' (D9.9)
a Consent Form was issued
. - Issued in local
b Information sheet was issued
language
o Combined sheet was issued
2 Organizational measures
2.1 Data Protection Officer or contact person (D9.5)
3 Do you have a Data Protection Officer or contact person for «
participants?
b Was this contact mentioned on the Informed Consent Forms? X
3 Technical measures
Technical safeguard mechanisms for handling of personal data (PD) and special
31 categories of personal data (SCOPD) (D9.6 / D9.8) (SCOPD include information
) such as ethnic origin, political opinions, data concerning health, etc. For more
details see Article 9(1) GDPR).
Did the research for this deliverable involve the collection of SCOPD?
a X
(D9.6)
Which mechanisms were used to safeguard the personal data collected?
pseudonymisation X |anonymization X
b . other (specify in the line
encryption X below) (specify
access restriction X
3.2 Data minimisation (D9.7)
3 Has as little as possible data been collected throughout the research «
process?
b If more data was collected than initially needed, did you ensure the data «
was deleted?
33 Data profiling (D9.10)
3 Was or will the data collected in the deliverable be used for data «
profiling?
Were all data subjects informed of the profiling and its possible
b consequences? X

(as part of the Inform Consent Form and the Information Sheet)
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C Were sufficient measures in place to safeguard their fundamental rights? | ‘ ‘ X
3.4 Processing of previously collected personal data (D9.11) X
3 Did you obtain consent to use personal data from previously executed
research?

Are technical/organisational measures required to safeguard the rights
b and freedoms of the data subject according to EU and national legislation
in place in your organisation?

4 Other Issues of ethical concern

a Were there any other ethical considerations detected during the work of «
this deliverable that are not covered by the list above?

If yes, please list the concerns below and elaborate on the related counter measures in
the methodology section of this document

b
5 Opinions/approvals provided by ethics committees and other experts
Following documents received opinions/approvals provided by ethics committees
5.1 . .
and other experts for the research conducted for this deliverable.
yes | no yes| no |n/a
a Informed Consent Forms IEB X EEA X
and Information sheet DPO X LEB X
IEB EEA
b Questionnaires / Surveys X
DPO LEB
c Design / Methodology of IEB EEA .
research activity DPO LEB
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IX. Annex B: RESILOC Inventory User Manual

The users of the RESILOC Inventory may have different capabilities according to the role they
hold for a specific community. The roles currently defined in the inventory are listed below:

e RESILOC admin

¢ Community admin

e Local manager

e Resilience expert

e Local Resilience Team
e Citizen

Each role involves the usage of different developed functionalities; these may be presented by
playing the shoes of different users, simulating their interaction with the platform and
performing operations based on duties linked to assigned role. Some users may have one or
more roles assigned, according to expertise and the availability of community resources.

In order to provide a better understanding on how the users could interact with the RESILOC
Inventory, a user manual supported by several use cases (told as a story) are presented below,
playing the shoes of different fictional characters.

Edward - RESILOC admin Alex - Citizen

[ 4 %
dik &

% Olivia - Community admin n Trisha - Resilience expert

Q)

. - - Tim - Local manager
Jean, Maria, Dominic — Local Resilience g

PN
3:8 $
- Team dh

A. RESILOC admin

The RESILOC admin role is assigned to one or more users who has a solid background in
resilience-related topics and a comprehensive knowledge of the project; specifically, on the
methodology behind the process of the resilience assessment in RESILOC. After the end of
the project, it should be given to a public body for the management of the system (e.g., ERCC).

Once the RESILOC admin logged in, the inventory shows an overview of the different
components it has to offer. The admin can then select the section he/she wants to work on.
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weiioc RESILOC

Users admin section

o P
2
@® settings ¢

(® Configuration <

" Proxies

Proxies admin section

Scenarios
Scenarios admin section

RESILOC App Resiloc Project 2020

This project has received funding from the European Union's Horizon 2020 research and i

under grant

No 833671

Communities

Communities admin section

Indicators

Indicators admin section

English ~

A admin

In the "Users" section, the admin is able to consult the list of all users registered in the system.
Each user is featured by several information (username, first name, last name, email address).

The admin here can execute some actions, he/she has the capabilities to change the user
role by clicking on pencil icon or delete the user itself (removing it from the system) by clicking

on the basket icon.

weiloc RESILOC

(® Pannello di controllo Users (30)
@ Impostazioni ~
Username
@® Utenti
s.marchese

(® Comunita

nadiamiteva

(®) Configurazioni <
communitytester
longnh238
tim.brad
maria.ross
kostop11

mmohorcic_ijs

Peggypap

Firstname

SaFkEkERRFROrE

gk ek

CoFFEkEERRRLar

Ho**kkskikong

Tkt rdnd

Mgk ieonsk

([ ek

[k kkeokk ke

[T

Lastname

Ma***rrrrrrase

M kdesekk Rk gy g

ok EREkk R Ry

Ng**rikkakkyan

Brexkskkrkloy

Rk Rk

Koihsksinsk|gg

Mok*rtsrskscic

Patkrdkrix|oy

Email

o kR @RERRR i

ik @ikkikorg

CORFAF@IERER it

|o**r*@**k*com

bekFrF@EEFRRCom

yghikk@bkiRrnet

Ko*Hkk@k*Hkcom

Mm@k g

pekkER@*aREECom

English ~

A admin
Actions

rd jm)
V4 W
e i
Ve i
rd 1
rd w
rd 1
4 ]
rd 0]

By selecting the pencil icon, the admin accesses the user role edit page. For each community
followed by the user, the admin can manage the user role switching on/off the corresponding

button.
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nr;]mm( RES”.OC English A admin

(® Pannello di controllo

¢ Community roles

(® Impostazioni

@ Utenti Update communitytester roles for a specific community.
® comunits Trieste
@ Cconfigurazioni < Resilience expert @) Localmanager () Localresilience team @) Community admin
Catania

Resilience expert @) Localmanager @) Local resilience team @) Community admin %)

Gorizia

Resilience expert (f) Local manager (l) Local resilience team : Community admin (1)
West Achaia

Resilience expert @) Localmanager @) Local resilienceteam () Community admin %)

Registered users can be removed from the system by searching them in the list and clicking
on the basket icon. The system then displays a confirmation message to proceed with the
removal of the user.

% . RESILOC English X )i

® Pannello di controllo Users (30)
@® Impostazioni
Username Firstname Lastname Email Actions
@ Utenti
e hes SathrErore Mars s Feso s Hrrgerring P
® Comunita
PR S INTR—— Mik*harireya n kR @ *rROrg 0]
® Configurazioni
communitytester Co***kkkkdktar CoX**Hrkkiitar CO¥FFHR@ERHHK jt V4 w
I : 5 A il
ongnh238 resiloc1.di.uoa.gr dice 4 W
tim.brad Are you sure you want to delete the selected user? / m
maria.ross ke 4 0]
kostop11 e —— Kokkikkiklos P 2 )
mmohorcic_ijs Mtooinies. Mo¥kkikibtcic mm**rk@ikhk gi V4 [it]
peggypap [y —— L perkrk@*kRrkcom V4 W
skintzios SpkakkARRAOS ik ddkddodok ko kA AR @*hARK o p 4 0

In the "Communities" section, the admin is able to consult the list of communities registered
in the system. For each community are showed several information: community name,
visibility, creation date within the system. Using the functionalities available under "Actions"
column, it is possible to:

e edit the community information,
e delete the community itself.

The admin can also add a new community by clicking on “+ ADD COMMUNITY” button.
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RFQ*EOC RES'LOC English ~ A admin

® Dashboard Communities (10)

@ Settings ~
-~ Name Visibility Created Actions
@ users
DummyCommunity Public 08/09/2021 V4 Ty
® Communities
Test Public 15/10/2021 Vi m]
(® Configuration <
Catania Public 21/04/2021 Y m]
Roma Public 22/04/2021 Va mj
West Achaia Public 22/04/2021 V4 Ty
Trieste Public 16/04/2021 V4 Ty
Gorizia Public 22/04/2021 Vi m]
Tetovo Public 07/09/2021 V4 im)
Nibelheim Public 25/08/2021 Vi mj

By selecting the pencil icon, the admin accesses the community edit page. The system shows
the community's information already entered, allowing to modify them and save the changes.

RF;MLOC RES”—OC English ~ A admin
@® Dashboard & Community Edit
@ Settings v
Community name Community description
® users This is a dummy community for test purposes.
® communities Visibility

Draft (@) Public

(® Configuration ¢
RESILOC App Resiloc Project 2020 ’ m
This project has received funding from the European Union's Horizon 2020 research and under grant No 833671

A registered community can be deleted from the system by searching it in the list and clicking
on the basket icon. The system then displays a confirmation message to proceed with the
removal of the community.
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RE :”I“LO( RESILOC English A admin
Admin
Dashboard Communities (10)
(@ Settings
Name Visibility Created Actions
Users
DummyCommunity Public 08/09/2021
@® Communities
Test Public 15/10/2021 ]
Configuration
Catania
resiloc1.di.uoa.gr dice 7 o)
Roma Are you sure you want to delete the selected Community? f @]
West Achaia Annulla n V4 ]
Trieste Public V4 @]
Gorizia Public 22/04/2021 f @]
Tetovo Public 07/09/2021 Vi @]
Nibelheim Public 25/08/2021 V4 W

By clicking on the "+ ADD COMMUNITY" button the admin accesses the page for the creation
of a new community. The system asks the admin to enter a name and a brief description of
the community along with the visibility selection:

e Draft — not visible in the list of followable communities (admin only).
e Public — visible to all users (open data).

‘,,g‘i‘[o( RESILOC English A admin

Dashboard < Add new community

@ Settings
Community name Community description

Users
@® Communities Visibility

Draft (@) Public
Configuration

RESILOC App Resiloc Project 2020
This project has received funding from the European Union's Horizon 2020 research and progr under grant No 833671

In the "Proxies" section, the admin is able to consult the list of all proxies added into the system
and made available to RESILOC communities. The list is also organised into 3 tabs: ALL (all
proxies), VISIBLE (submitted only), DRAFT (still in draft and not available for communities).

Each proxy is identified by a name and a typology, it can be modified in any part by clicking on
the pencil icon or deleted by clicking on the basket button (if not linked to an indicator). The
admin has also the capabilities to create a new proxy by clicking on “+ ADD PROXY” button
or to duplicate any proxy by clicking on = button.
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mzmiot RES'LOC English A admin

® Dashboard Proxies

®) Settings
ALL (135) VISIBLE (135) DRAFT (0)
@ Configuration
Name Created Actions
@ Proxies
Name
®) Indicators
language 09/11/2021 = Z W
@) Scenarios
test 09/10/2021 = / W
number of vacant houses per 1000 persons 05/09/2021 = Va W
number of public school per square mile 05/09/2021 = Z W
hotel/hostel accommodation per 1000 people (beds) 05/09/2021 = Z W
airports, heliports, harbours 09/09/2021 = f @
% age of population having learned from previous disaster experiences and taking action against future 00/09/2021 — p T

By clicking on the "+ ADD PROXY" button the admin accesses the page for the creation of a
new proxy. The system asks the admin to enter a name and a brief description of the proxy
along with the proxy's type selection, unit of measurement definition and tags association.

The association of tags may be useful to the user when he/she is searching for a proxy or even
for clustering them.

+2oc RESILOC English A admin
[ agmin |
® Dashboard € Add new proxy configuration
&) Settings I'.\
@® Configuration General detalls Additional Detalls
@ Proxies Name Proxy type
(@) Vulnerability Risk Perception Exposed Value

) Indicators

®) Scenarios Description

Default unit of Measurement Tags / Categories - please enter and select one ore more tags (min 3 chars]

RESILOC App Resiloc Project 2020
This project has recek ing from the Harlzon under grant agreement No 833671

L llin|

Once the general info section has been completed, the system asks admin to set up some
proxy related additional details:

o certified — specifies whether the data is issued by a certified entity, i.e., obtained from
an official source.
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e actual source — specifies the actual source of data entity/body/organization that
provides the data.

e availability — specifies the data availability (measured or derived).

e type of data — specifies the data typology, e.g., number or string.

e period of reference — period of data validity, e.g., the data is surveyed annually so it is
valid for 1 year.

By selecting "optional”, the filling-in of the specific additional detail is left to the end user.
Selecting "default” gives the admin the faculty to set a default value for the additional detail
considered; this will be however modifiable by the communities that decide to use this proxy.

fiec RESILOC English A admin
Dashboard < Add new proxy configuration
Settings. e
® Configuration
Screen Proxy Additional Details
Indica
an Detail name: Certified
Type
®) Optional Default
Detail name: Actual source
Type
@) Optional Default
Detail name: Availability
Type
@) Optional Defauit
Detail name: Type of data
Select default data type
NUMBER
Detail name: Period of reference
Type
@ optional Default
Proxy visibility
Select visibility
Draft ted @ Public

The admin completes the procedure selecting the proxy’s visibility and clicking on “SAVE
PROXY” button.

e Draft — not visible (admin only).
e Restricted — visible only to resilience experts, local manager and LRT.
e Public — visible to all, including citizens (open data).

Once confirmed, the system will save the proxy and add it to the list of available proxies (so
called RESILOC Proxies).
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Proxy visibility
Visibility

Draft (@) Restricted Public Confirmation

Do you want to confirm this operation?

m SAVE PROXY | > YES NO

Proxy added succesfully -—I

In the "Indicators" section, the admin is able to consult the list of all indicators added into the
system and made available to RESILOC communities. The list also here is organised into 3
tabs, ALL (all indicators), VISIBLE (submitted only), DRAFT (still in draft and not available for
communities). Each indicator is identified by a name and can be modified in any part by clicking
on the pencil icon or deleted by clicking on the basket button (if not linked to a scenario). The
admin has also the capabilities to create a new indicator by clicking on “+ ADD INDICATOR”
button or to duplicate any indicator by clicking on = button.

.. RESILOC English A admin
Admin
® Dashboard Indicators
®) Settings
ALL (11)
@® Configuration
Name Created Actions
%) proxi
Name
@ ind
Accommodation buildings 05/09/2021 = rd ar
® scen:
Population awareness and skills 09/09/2021 = rd W
Volunteerism 30/08/2021 = V4 Ty
Land characteristics 31/08/2021 = V4 o]
31/08/2021 = rd T
Effective provision of critical service 30/08/2021 = Va w
Buildings 30/08/2021 = Va W
Means of transportation 30/08/2021 = rd W
Settlernent patterns 30008/2021 = rd w
Community services 30/08/2021 = V4 W

By clicking on the "+ ADD INDICATOR" button the admin accesses the page for the creation
of a new indicator. The system asks the admin to enter a name and a brief description of the
indicator along with its visibility and dimension selection, ending then with tags association.

Visibility (target roles)

e Draft: Admin only.
e Restricted: Local Manager, Resilience expert, LRT.
e Public: All users.
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.. RESILOC English A admin
Dashboard € Add new Indicator configuration

Settings N

® Configuration

Proxies Name
@ Indicat
Visibility Dimension
Scen:
DRAFT RESTRICTED PuBLIC
Description

Tags / Categories - please enter and select one are more tags (min 3 chars)

Once the general details section has been compiled, the system asks to select the proxies
involved into indicator calculation.

By clicking on "+" the admin can then select from a list of available proxies those he/she want
to use and add them to the indicator’s proxies list.

The available proxies can be displayed by categories or showed without any specific grouping.

sriae RESILOC English A admin
m 4 Add new Indicator configuration
Dashbosrd
s o @
@ Configurat
prosies Test Indicator
@ Indicat
Seenarias
Inventory proxies Indicator proxies
ALL
language

test

number of vacant houses per 1000 persons

number of public school per square mile
haotel/hostel accommodation per 1000 people (beds)

airports, heliports, harbours

% ama nf nanulatian havine lasrned fram nrauinns dicssear

RESILOC - GA 833671 Public Xiii



M
R E S I LO C Deliverable 4.1 — V3.0

After having complete the proxies' selection, the system will allow the admin to save the newly
defined indicator. Once confirmed, the system will save the indicator and add it to the list of
available indicators (so called RESILOC Indicators).

';.U(_ RES | LOC Operation successfully performed
‘fou will be redirected to the Indicator list.
admin |

(® Dashboard & Add new Indicator configuration
@) Settings < ° ° @
® configuration “ General details Proxies Confirm

(@ Proxies The indicator was been successfully added. You will be redirected to the indicator list.

® Indicators

@ i
(®) Scenarios

In the "Scenarios" section, the admin is able to consult the list of all scenarios created into the
system and made available to RESILOC communities. The list also here is organised into 3
tabs, ALL (all scenarios), VISIBLE (submitted only), DRAFT (still in draft and not available for
communities). Each scenario is identified by a name and can be modified in any part or deleted
by clicking on the corresponding button. The admin has also the capabilities to add a new
scenario by clicking on “+ ADD SCENARIO” button or to duplicate any scenario by clicking on

the = button.

Jk RESILOC English A" -ademin
® Dashboard Scenarios

® settings
ALE) VISIBLE ( DRAFT (1)
@ Configuration

Name Visibility Created Actions
® Proxies

Name
® Indicators

test Draft 08/10/2021 = V4

Wildfire Viale Kennedy 30/07/2021 Restricted 05/09/2021 = Vd

G & @

Earthquake, 4< ML <=5 Public 30/08/2021 = V4

RESILOC App Reslloc Project 2020 A
This project has received funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 833671 3

By clicking on the "+ ADD SCENARIO" button the admin accesses the page for the creation
of a new scenario. The system asks the admin to enter a name and a brief description of the
scenario along with tags association.
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aeifoc RESILOC English A admin
Dashboard € Add new Scenario configuration
Settings
Resiloc Scenario
® config
proies
Indicats
Name
@ s
Description
Tags / Categories - please enter and select one ore more tags (min 3 chars)
Additional details

Additional details has not been defined yet.

Once the general details section has been compiled, the system asks to set up some scenario
related additional details. By clicking on the "+ ADD DETAIL" button the system displays a
window for the creation of a new one. This will be required or optional during the scenario
configuration phase, the aim is to collect useful information for a richer description of the event.

The system asks the admin to define a name, select the typology and specifies if it will be
required or not to the end-user during the scenario configuration for a given community.

Additional details _
+ ADD DETAIL
Detail 1 @
Name Type This detail is:

@) Text Number (@) Required Optional

Once the general details section has been compiled, the system asks to select the indicators
involved into scenario considered.

By clicking on "+" the admin can then select from a list of available indicators those he/she
want to use and add them to the scenario's indicators list.

The available indicators can be displayed by categories or showed without any specific
grouping.

RESILOC - GA 833671 Public XV



M
R E S I LO C Deliverable 4.1 — V3.0

«foc RESILOC

English A admin
%) Dashboard < Add new Scenario configuration
Setting
Resiloc Scenario
@ Configurat
I
® proves o @
General details Indicators wisibilty Cont
Resiloc Indicators Scenario Indicators
ALL CATEGORIES
Accommodation buildings +
Volunteerism +
Land characteristics +
Healthcare services +
Community services +

After having complete the indicators' selection, the system will allow the admin to select
scenario’s visibility and proceed to save the newly defined scenario.

%, RESILOC English A admin
® Dashboard 4 Add new Scenario configuration
® Settings
Resiloc Scenario
@® Configuration
© © ®
@ Proxies 3)
@ Indicators
@ soanaries Prova Visibility
(@ oratt Restricted Public
RESILOC App Reslloc Project 2020 y m
This project has receved funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 833671

Once confirmed, the system will save the scenario and add it to the list of available scenarios
(so called RESILOC Scenarios).

RESILOC - GA 833671 Public XVi



M
R E S I LO C Deliverable 4.1 — V3.0

";.UC R ESl LOC \/ Operation successfully performed
You will be redirected to the scenario list.
Admin
@ Dashboard & Add new Scenario configuration
(@) Settings <

Resiloc Scenario
(® configuration -

@ _—
@) Proxies ° ° ° @

General details Indicators Visibility Confirm

(®) Indicators

The scenario was been successfully added. You will be redirected to the scenario list.
(@ Scenarios

RESILOC Admin use case — new community creation

Edward, as RESILOC admin receives a request to add a new community that will participate
in the RESILOC project. Once logged in the RESILOC Platform, Edward selects the
"Communities” section.

In the "Communities" section, Edward is able to consult the list of the communities registered
in the system and several related information (community name, visibility, date of creation into
the system).

24 RESILOC English A admin
Admin
® Dashboard Communities (10)
@ Sertings
Name Visibility Created Actions
User
DummyCammunity Public 08/09/2021 rd T
Test Public 15/10/2021 Vd W
® Configuration
Catania Public 210472021 Vd @
Roma Public 22/04/2021 & W
West Achaia Public 2210472021 Vd o}
Trieste Public 16/04/2021 P4 W
Gorizia Public 2240412021 rd W
Tetovo Public 07/09/2021 rd W
Nibelheim Public 25/08/2021 I d @
Ruse Public 22/04/2021 & (o]
RESILOC App Reslloc Project 2020
nder grantsgreement o 33671 L Min

By clicking on the "+ ADD COMMUNITY" button, Edward accesses the page for the creation
of a new community. The system now asks to Edward to enter a name and a brief description
of the community along with the visibility selection.

Edward now enters the name of the new community that will participate in the RESILOC project
(e.g., Nibelheim), adds a short description and sets the visibility to '‘Public’ (making it visible to
all users).
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.. RESILOC English - A admin
) Dashboard € Add new community
@® settings
- N Community name Community description

% users Nibelheim mountain village

@ Communities
Visibility

® Configuration oraft (@) Public

RESILOC App Resiloc Project 2020
E

orzon nde ran gseemant o 833671 v m

Once the community has been created, Edward can proceed to assign the role of “Community
admin” to a user registered in the system and follower of the newly created community (e.g.,
Olivia).

Once Olivia is found, Edward has the capabilities to accesses the user role edit page by
selecting the pencil icon in the “actions” column.

. - RESILOC English A admin

) Dashboard Users (30)

Username Firstname Lastname Email Actions
jonhall112 Jomanaa Hamraeennrs jarere@eeene oy o
%) Communities
trisha.e S Ta— sha Elratraris gkt et @
®) Configuration
jean hav JreTeTr— Jr—— chk@seaacom 0]
dominic.lec Dtk kb c [prTTa—— Ite @R er o]
alexrock JrI - - alerr@itirinet
olivier a

AN VRN O SR SR NN
G &

admin o}
hin W
resiloc W
resiloc_semantic_layer [reeem—— - P —
! ? n
RESILOC App Reslloc Project 2020 wmn
This project has receved fund [ Harl2on 2020 research and innovation programme undes grant agreement No 833671

The role of "Community admin®, for the Nibelheim community, can then be attributed to Olivia
by switching on the corresponding button. Now Olivia can manage the roles of each Nibelheim
community follower.
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& RESILOC English A admin
% Dashboard
< Community roles
@® setting
@ Users Update olivier.a roles for a specific community,
%) Communities Nibelheim

Configuration Resilence expert Local manager Localresience team Community admin @)

RESILOC App Res|

"
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n Union's Horizon 2020 research and innovation programme under grant agreement No 833671

RESILOC Admin use case — new scenario creation

Edward has recently been notified to create a new wildfire scenario for RESILOC communities.
So, he logs-in and navigates to Scenario section; here by clicking on the "+ ADD SCENARIO"
button, he opens the page for the creation of a new scenario.

aeec RESILOC English A admin
Dashboard Scenarios D —
Settings
ALL@)
® Configuration
Name Wisibility Created Actions

Proxies

Name
Indicatars

Wildfire Viale Kennedy 30/07/2021
S s | ————

Earthquake, 4< ML <=5 Public 30/08/2021 = rd

Restricted 05/09/2021 = P d

G &

RESILOC App
This project

roject 2020
ing from the European Unian's Harlzon 2020 resear

In the new scenario creation page, Edward enters a name and a brief description of the
scenario. Below he proceeds to setting up some scenario related additional details.

By clicking on the "+ ADD DETAIL" button he creates a new one for the scenario, entering the
name, selecting the datatype and specifying if it will be required or not to the end-user. These
additional details will be requested (optionally or mandatorily) during the scenario filling-in
phase, the aim is to collect useful information for a richer description of the event.
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aefoc RESILOC

m € Add new Scenario configuration

) Dashboard

English - A admin

Resiloc Scenario
) settings

(O]
@® Configuration —
“ i afin
®) proxies
Name
® indicators ‘Wildfire Viale Kennedy 30/08/2021
@® Scenarios

Description

Tags / Categories - please enter and select one ore more tags (min 3 chars)

(Fire x)

Additional details

Detail 1

o]

Name Type This detail is:

Type @) Text ) Number @) Required ) Optional

In the following step, Edward selects one or more indicators deemed relevant for the given
scenario from the RESILOC Indicators list, adding them to Scenario Indicators list.

. RESILOC English

® Dashboard ¢ Add new Scenario configuration

A admin

) Settings

Resiloc Scenario
@ Configuration

()
S -] G

General detalls ndicator
®) Indicatars.
@ Scenarios Resiloc Indicators Scenario Indicators

ALL CATEGORIES
Accommodation bulldings T}
Volunteerism +

Land characteristics —‘_’

Healthcare services +

Community services +

After having completed the indicators' selection, Edward sets the scenario visibility and
proceeds to confirm the newly defined scenario.
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.. RESILOC English A admin
%) Dashboard < Add new Scenario configuration
Setting:
Resiloc Scenario
@ Configuration
Indicat
) Sce Wildfire Viale Kennedy 30/08/2021 Visibility
Draft @) Rests d Publi

RESILOC App Reslloc Project 2020
This project has received funding from the European Union's Horlzon 2020 research and innovation programme under grant agreement No 833671

The wildfire scenario will then be added to the list of RESILOC scenarios and will be available
for RESILOC communities.

B. RESILOC sign-up and sign-in

A resident of any community, having heard and read about the RESILOC project via several
promotional campaigns, may decide to register on the RESILOC platform.

Accessing on the web application page, he/she can proceed with the registration using the
dedicated form. The user will then receive a confirmation email to activate the account.

-
Resiloc :
Resiloc
Login )
Sign up
Username Password
Firstname Lastname
Keep me logged in
Phone Email
Don't have an account? m

FOrgot your password! RECOVEr Using your £rmal or your

After the first logging in, the early step a non-admin user can take is to follow one of the
RESILOC registered communities.

He/she can choose from a list one or more communities to follow; once the community is
selected, the user is marked by the system as a "citizen" for that community.
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. RESILOC English C  communitytester

< Follow Community

Please select the community you want to follow as citizen (additional roles must be activated by the community admin).

Roma

[ rouowcommummy |
Ruse

‘ FOLLOW COMMUNITY ‘

Nibelheim ‘

rouowcommnmy |

RESILOC App Reslloc Project 2020
o funds

This project has received funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 833671

The users may also decide to follow more than one community; to do so, he/she uses the
"follow new community" functionality and accesses the catalogue of all communities registered
on RESILOC adding them to his list.

. - RESILOC English A alexrock

Please select the community you want to manage within the private section of the app. You may change it by accessing the "account section” of the RESILOC Inventory.

Ruse e
Your community roles: Citizen.
Nibelheim
SELECT COMMUNITY ‘ UNFOLLOW ‘
J

Your community roles: Citizen.

Project 2020

RESILOC App Re:
s e unding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 833671

This project has recei

The user will access the catalogue of all communities registered on RESILOC; he/she can
then select a new community and add it to his/her list of followed communities.

Now the user can decide which community he/she wants to access by selecting one of the
communities he follows.
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‘w»':" RESILOC English A alexrock
& Select Community

Please select the community you want to manage within the private section of the app. You may change it by accessing the "account section” of the RESILOC Inventory.

Ruse
SELECT COMMUNITY UNFOLLOW
Your community roles: Citizen.
Nibelheim
— SELECT COMMUNITY ‘ UNFOLLOW ‘
Your community roles: Citizen. I

RESILOC App Res| oject 2020

lloc Pre
This project has received funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 833671

Once the user has selected the community, he/she wants to view, the system redirects the
user to a management dashboard. The platform displays an overview of the available sections,
depending on the user role. From the community dashboard a user will be able to access as
a "citizen" to general information and open data made available by the community (marked as
“Public”).

.. RESILOC English A alexrock

Nibelheim

Basic info Open Data
Basic Info of selected Community Data made public by the community

RESILOC App Reslloc Project 2020
ived fund:

This project has recei

ing from the European Union's Horizon 2020 research and innovation programme under grant agreement No 833671

RESILOC Citizen use case — user redistration and becoming a community citizen

Alex is a resident of the Nibelheim community. Having heard and read about the RESILOC
project via several promotional campaigns run by his community, he decided to register on the
RESILOC platform.

Once he accesses the web application page, Alex can proceed with the registration using the
dedicated form. The user will then receive a confirmation email to activate the account.
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Resiloc .
Resiloc
Login )
Sign up
Username Password
‘ alex.rock [ ), ‘
Firstnarme Lastname
| Alex Rockbell |
Keep me logged In
Phone Ernail
‘ 1234567890 rxosbhjgmahvhoe@bptfp.net
Don't have an account? m

FOrget your passwora: REcover USINg your ciial G your

After the first logging in, the early step Alex can take is to follow one of the RESILOC registered
communities, he can choose from a list one or more communities to follow. Once the
community is selected Alex is marked by the system as a "citizen" for that community.

M;MLO( RESILOC English A alexrock

¢ Follow Community

Please select the community you want to follow as citizen (additional roles must be activated by the community admin).

Trieste )
FOLLOW
COMMUNITY
Catania ]
FOLLOW
COMMUNITY ‘
Roma )
FOLLOW
COMMUNITY
Gorizia )
FOLLOW
COMMUNITY

Alex may also decide to follow more than one community; to do so, he uses the "Follow new
community” functionality and accesses the catalogue of all communities registered on
RESILOC adding them to his list.
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RF;.MLOC RESILOC English ~ A alexrock

#. RESILOC e pp—

& Follow Community

‘—l + FOLLOW NEW COMMUNITY |

accessing the "account section” of the RESILOC Inventory.

¢ Select Communit

Please select the communit

Ruse Gorizia "
oy SELECT COMMUNITY UNFOLLOW

Your community roles: Citizen.

Nibelheim

. SELECT COMMUNITY UNFOLLOW |
Your community roles: Citizen.

RESILOC App Resiloc Project 2020 ' [m

This project has received funding from the European Union's Horlzon 2020 research and under grant No 833671

Now Alex can decide which community he wants to access by selecting one of the communities
he follows (e.g., Nibelheim).

RFgMLOC RES”—OC English ~ A alexrock

Please select the community you want to manage within the private section of the app. You may change it by accessing the "account section” of the RESILOC Inventory.

Ruse

Your community roles: Citizen.

Nibelheim >
SELECT COMMUNITY UNFOLLOW |

Your community roles: Citizen.

SELECT COMMUNITY UNFOLLOW |

RESILOC App Resiloc Project 2020 , m

This project has received funding from the European Union's Horlzon 2020 research and i i under grant No 833671

From the dashboard of Nibelheim community Alex will be able to access as a "citizen" to
general information and open data made available by the community (marked as “Public”).
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¥ RESILOC English A alexrock

Nibelheim
Roles. 1.1
Czen Basic info Open Data
Basic info of selected Community Data made public by the community
2 ty

® Dashboard

RESILOC App Reslloc Project 2020 el
This project has received funding from the Eurapean Unlon's Horizon 2020 research and innovation programme under grant agreement No 833671, L

C. RESILOC Community’s roles assignment

The management of community's user roles in the RESILOC Inventory is performed via a
dedicated module that is accessible only to users with the 'Community admin’ role.

The "Community admin" is the role assigned by the RESILOC admin to the user who has the
responsibility to administer the users pertaining to their community; the "Community admin”
assigns roles and therefore competences and responsibilities to the users of his community,
taking into account their skills and knowledge.

To manage the roles of the community users, the "Community admin" uses the functionalities
provided by “Users” item in Settings menu. The system displays the list of community users
(i.e., "citizen" users); once the designated user has been identified, switching on one or more
buttons, the corresponding role will be assigned.

«#oc RESILOC ——

Catania
Roles < Catania Community Users

Citizen
‘Community admin

In this section you can update the role of community users
28 Community ~

(® Dashboard

User:

@ Settings ~
Resilience expert () Localmanager () Localresilienceteam () Community admin 0

(® Basic Info

@ Users

User:

Resilience expert 0 Local manager G Local resilience team O Community admin 0
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Each user can have one or more roles assigned, according to his skills and the availability of

Community resources.

RESILOC Community admin use case — roles assignment

Olivia is the "Community admin” of Nibelheim's community, due to workforce adaptation and
the hiring of new personnel, two new employees of the municipality (Tim and Trisha) are

appointed as "local manager" and "resilience expert".

After logging in with her credentials, Olivia selects the Nibelheim community among those she

follows.

e RESILOC

& Select Community

A alexrock

+ FOLLOW NEW COMMUNITY

Please select the community you want to manage within the private section of the app. You may change it by accessing the "account section” of the RESILOC Inventory.

Ruse
SELECT COMMUNITY

Your community roles: Citizen.

UNFOLLOW |

Nibelheim >
SELECT COMMUNITY

Your community roles: Citizen.

UNFOLLOW |

RESILOC App Resiloc Project 2020
This project has received funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 833671

Olivia browses to the user section and accesses the role edit page in order to update the role
of users Tim and Trisha. Switching on the corresponding button, she assigns the role of
"local manager" and "resilience expert" respectively to Tim and Trisha, already followers of

the Nibelheim community.

Afterwards, Tim and Trisha will have the capabilities to carry out their new role related tasks.
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reitoc RESILOC

Nibelheim
Roles

Gl 4 Nibelheim Community Users

Community admin

2 Community

In this section you can update the role of community users

(®) Dashboard

@ Settings

@ Basictnte

=1

User: alex.rock

Resil pert Local manager () Local
User: longnh238
Resil pert Local mansger () Local

resilience team [ ) Community admin |

resilience team () Commanity admin ()

resilience team () Community admin

English ~ 0 oliviera

resilience team [ ) Community admin |

resilience team {f0)  Community admin ()

User: trisha.e

Resiience expert @) Locoimanager () Localesi

lience team () Commanity admin |

D. RESILOC community’s “Configuration” menu

In the configuration menu, "Proxies" section, the Resilience expert, Local manager and LRT
members of a community are able to consult the list of proxies available into the system (the
so called "RESILOC proxies"); so, Resilience expert and Local manager can add some proxies
to community's proxies list. Once imported, the community proxies could be edited by clicking
on the pencil icon, or eventually removed if necessary.

wefoc RESILOC

Nibelheim

Community Proxies
Create new Community proxy or import resiloc proxies into your community

Resiloc proxies

Community proxies

CATEGORIES

number of public school per square mile

number of vacant houses per 1000 persons

language

test

RESILOC - GA 833671
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By clicking on the "create new proxy" button, the Resilience expert and Local manager may
access the page for the creation of a new community proxy. The system asks to enter a name
and a brief description of the proxy along with the proxy's type selection, unit of measurement
definition and tags association.

The creation of a new community proxy follows the same path already described for the
creation of a new proxy from RESILOC admin side/point of view (page vi).

aedfoc RESILOC English T tishae

ibelheim

€ Add new proxy configuration

Name Proxy type

> Configuration @ Vuierability Risk Perception Exposed Value

Description

Default unit of Measurement Tags / Categories - please enter and select one ore more tags (min 3 chars)

RESILOC App Resiloc Project 2020
This project has received funding from the European Union's Horizon 2020 research and innavaion program e under grant agreement No 833671

In the "Indicators" section, the Resilience expert and the Local manager are able to consult the
list of indicators available into the system (the so called “RESILOC Indicators”), so they can
add some indicators to community's indicator list. Once imported, the community indicator
could be edited clicking on the pencil icon, or eventually removed if necessary.

By clicking on the "add indicator" button, the Resilience expert and Local manager may access
to new community indicator creation page.

The creation of a new community indicator will follow the same path already described for the
creation of a new indicator from RESILOC admin side (page ix).
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.. RESILOC English - T tishae
Nibelheim
Roles " "
= Community Indicators
Resiancs sxpart Create new Community indicator or import resiloc indicators in your community
~h Communi ity
%) Dashboard Resiloc Indicators ‘Community Indicators
aLL CATEGORIES

Accommodation buildings +
Suttings

Population awareness and skills +

Velunteerism +

Land characteristics +

Healthcare services +

In the "Scenarios" section, the Resilience expert and the Local manager are able to consult
the list of scenarios added into the system (the so called "RESILOC scenarios"), so they can
add some scenarios to community’s scenario list. Once imported, the community scenario
could be edited clicking on the pencil icon, whilst metadata and proxies’ targets could be set
up by clicking on equaliser icon.

Using the "create new scenario” button, the Resilience expert may access to new community
scenario creation page.

The creation of a new community scenario will follow the same path already described for the
creation of a new scenario from RESILOC admin side (page xi).

. - RESILOC English - T trishae

Nibelheim Community Scenarios

Create new Community scenario or import resiloc scenarios into your community

Resiloc scenarios Community scenarics
AL CATEGORIES
Pro

) Indicators » X N

Wildfire Viale Kennedy 30/08/2021 m oo
® scenarios
Settings Wildfire Viale Kennedy 30/07/2021 +

Earthquake, 4< ML <=5 +
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By clicking on the equalizer button, the system give access to scenario setting up page; here
users can enter the required additional details and appropriate proxies’ targets for their own
community.

In the metadata section the user has to enter the required metadata information for the specific
scenario; mandatory metadata are marked with an alert symbol, once filled in they are flagged
with a green check. Optional metadata are always marked with the green tick.

aedfoc RESILOC English T tishae

Nibelheim

Community Scenario

@ Configuration “Magnitude

SLocation

The User can then set the Min and Max target values for each proxy involved into scenario
selected; these are mandatory to carry out the scenario assessment.

After setting the Min and Max target values, the proxy will be marked with a green tick.
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weilloe RESILOC English T wishae

Nibelheim

Roles Community Scenario
Citizen
Resilience expert ° —~

2 Community Additional details Proxies target Confirm
© Dashboard
@® configuration /\Hotel/hostel Accommodation Per 1000 People (Beds) (unit: N.)

@ proxies Min target Max target

X [ c 1
© Indicators
@ Scenarios

) settings
SNumber Of Public School Per Square Mile (unit: N.)

Min target Max target
0 s 1

£\Number Of Vacant Houses Per 1000 Persons (unit: )

Min target Max target
0 o 1

Once confirmed, the system will save the scenario and redirect the user to the list of community
scenarios.

wefoc RESILOC

Nibelheim

Roles Community Scenario

@ @ ®

The scenario was been successfully updated. You will be redirected to the scenarios list.

RESILOC App Reslloc Project 2020
This project has received funding from s Horizon 2020 research and under grant agreement No 833671

RESILOC LRT members use case

Jean, Maria and Dominic, as Local Resilience Team members, have full access to the
Configuration menu; the LRT role allow them to consult all the available community
information. They can access to all the details of proxies, indicators, and scenarios, but they
do not possess the capabilities that permit them to manipulate these elements/items.

Doing so, allows them to tap into the information they need to provide support to local manager
and resilience expert.
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RESILOC resilience expert use case

Trisha has recently been appointed as "resilience expert" for the Nibelheim community;
following the occurrence of a flood, she plans to create a new flood scenario in the platform, in
order to have an additional way to assess the resilience of the Nibelheim community against
such events.

Trisha accesses to the RESILOC platform and navigates to Scenario section; here by clicking
on the "CREATE NEW SCENARIO" button, she opens the page for the creation of a new
scenario.

aeifoc RESILOC English T wishae
ibelheim
==l Community Scenarios )

A thiarncs axpart Create new Community scenario or import resiloc scenarios into your community

Dashboard Resiloc scenarios Community scenarios

wildfire viale Kennedy 30/08/2021 + wildfire viale kennedy 30/07/2021 " &

Wildfire Viale Kennedy 30/07/2021 +

Earthquake, 4< ML <=5 +

In the new scenario creation page, Trisha enters a name and a brief description of the scenario.
Then she proceeds to setting up some scenario related additional details; by clicking on the "+
ADD DETAIL" button creates a new one for the scenario, entering the name, selecting the
datatype and specifying if it will be required or not to the end-user.

This information will be requested (optionally or mandatorily) during the scenario filling-in
phase, the aim is to collect useful information for a richer description of the event.
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*oc RESILOC English ha.e
Nibelheim
Roles : :
R & Add new Scenario configuration
Restrerne exvert
- Communit ity Scenario
figur
Serving:
Flood - 10/2018
Description
widespreads floods with roads turned into torrents with damages affected vehicles and houses
+ ADD DETAL

Additional details

Detail 1

Name

weater level (m)

During the scenario indicators selection, Trisha wants to include an indicator that is not
currently available in the list of Community indicators, so she proceeds to create it. Once ready,
it can be selected and included by Trisha in the list of scenario indicators.

®oc RESILOC English shae
Nibelheim
Roles i
- & Add new Scenario configuration
Rersiverace expuert
— Community Scenario
gr
= Community Indicators Scenario Indicators
heaithcare services land characteristics
volunteerism emergency services
accommodation buildings
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Since Trisha wants to include in the scenario an indicator that is not currently available in
Community Indicators list, she moves to Indicators section to create it. By clicking on the "+
ADD INDICATOR" button, Trisha opens the page for the creation of a new indicator.

oc RESILOC English T trishae
Nibelheim
"“E'“ Community Indicators
L Create new Community indicator or import resiloc indicators in your cammunity

®) Dashboard Resiloc Indicators ‘Community Indicators
ALL ATEGORIE
® co
® meicators
® scer
cenarios Accommodation buildings + emergency services o B
sertings
Population awareness and skills + land characteristics ? B
Valunteerism + accommodation buildings . pe
Land charactaeristics +
Healthcare services +

In the new indicator creation page, Trisha enters the name and a brief description of the
indicator needed; then she chooses the indicator's visibility and selects the right dimension.

coc RESILOC English T tishae

Nibelheim

€ Add new indicator configuration

(
/

A it
Dashboard
Name
@ oo Population awareness and skills
P
pro Visibility Dimension
® ndicators DRAFT ) RESTRICTED @ rusuc DRR AND EMERGENCY MANAGEMENT
® s
Deseription
&) Sectings Preparation and ions skills of the based on received education and previous disaster experience linked with local risks and capacity to taking action against them
RESILOC App Resiloc Project 2020

Once the general details section has been compiled, Trisha proceeds to select the proxies
involved into indicator calculation. By clicking on "+" she selects from a list of available proxies
those she wants to use and adds them to the Indicator's proxies list.
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During this process Trisha interacts several times with Tim to choose the appropriate proxies
for the indicator.

toc RESILOC English T tishae

Nibelheim

& Add new indicator configuration

~
(2)

Dashboard
Population awareness and skills Indicator
® cont
Pro
@ indicators Community proxies Indicator proxies
ALL o

® s

Settings
9% age of population able to translate (local) risk knowledge into practice
and action )

number of vacant houses per 1000 persons + % age of population having learned frem previous disaster experiences

and taking action against future crises

Consulting the list of available proxies (the so called "community proxies") Trisha and Tim
notice that is valuable to add some new proxy to community's proxies list. So, Trisha, moves
to proxies’ section and search from the RESILOC proxies list those that are
comparable/equivalent to desired ones. Couldn't find one of the desired/suitable proxy, Trisha
decides to create a new one.

By clicking on the "create new proxy" button, she accesses the page for the creation of a new
community proxy.

. RESILOC Engiah = 1) tridhme

Nibelheim

Community Proxies

Create new Community proxy o import resiloc proxies into your commurity

® Dashboard Resiloc proxies Community proxies

ALL

® s hetal/hostel accommedation per 1000 pacpla (bads] + m;g;rzftz‘;:‘;'::i::‘?:"“ to translate (local) risk knowledge p @
Settings
number of public school per square mile + % age of population having learned from previous disaster
experiences and taking action against future crises u
number of vacant houses per 1000 persons +
number of vacant houses per 1000 persons -
language +
test +

RESILOC - GA 833671 Public XXXVi



M
R E S I L O C Deliverable 4.1 — V3.0

On the first page, Trisha enters a name and a brief description of the proxy, selects the proxy
type, defines the unit of measurement, and associates some tags.

Moc RESILOC English

Nibelheim

Roles & Add new proxy configuration

Name

% age of households having received education @) Vuinerability Risk Perception Exposed Value

e of households that have been informed about how to act in tes

® Settings

Once the general info section has been completed, Trisha can set up some proxy related
additional details:

o Certified — specifies whether the data is issued by a certified entity, i.e., obtained from
an official source.

e Actual source — specifies the actual source of data entity/body/organization that
provides the data.

¢ Availability — specifies the data availability (measured or derived).

e Type of data — specifies the data typology, e.g., number or string.

e Period of reference — period of data validity, e.g., the data is surveyed annually so it is
valid for 1 year.

These additional details could be:

e Optional: the filling-in of the specific additional detail is left to the end user (will not be
mandatory).

o Default: gives to Edward the faculty to set a default value for the additional detalil
considered (this will be however modifiable).
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"oc RESILOC English T tisnae
Nibelheim
Roles
ol € Add new proxy configuration
Resionce expert
(] [©)
Dashboard

% age of households having received education Proxy Additional Details

Detail name: Certified
Type

@ Optional Defauit

Detail name: Actual source
Type

@) Optional Default

Detail name: Availability
Type

@ Optional Defautt

Detail name: Type of data

Select default data type
NUMBER

Detail name: Period of reference

Type

@ Optional Defautc

Proxy visibility

Select visibility

Drafe Restricted (@) Public

[oce I o

Trisha finalizes the procedure selecting the proxy’s visibility and clicking on “SAVE PROXY”
button.

e Draft — not visible (admin only).
e Restricted — visible only to resilience experts, local manager, and LRT.
e Public — visible to all, including citizens (open data).

Once confirmed, the system saves the proxy and adds it to the list of available community
proxies.

Proxy visibility
Select visibility
() praft Restricted (@) Public

Confirmation

m SAVE PROXY = Do you want to confirm this operation?

Proxy added succesfully < |

Now Trisha returns to indicator configuration section and by clicking on the pencil icon (edit
indicator) continues the indicator creation procedure.
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Moc RESILOC English T trishae

Nibelheim
'“E'“ Community Indicators

[ e— Create new Community indicator or import resiloc indicators in your community
2% Communi t

(®) Dashboard Resiloc Indicators ‘Community Indicators

ALL CATEGORIES
® cont
oo

Accommodation buildings + Population awareness and skills 2, o
Settings

Population awareness and skills + accommeodation buildings o P

Velunteerism + emergency services X o

Land charactaristics + land characteristics & ¢ B\

Healthcare services + healthcare sarvices . s B

Then she adds the newly created proxy, completing the indicator creation procedure.

¢toc RESILOC English T tishae

Nibelheim

€ Edit Indicator configuration

° ®
Ny

/

Population awareness and skills Indicator

Community proxies Indlicator proxies

® Scenarios AL CATEGORIES

[ ion able to late (local) risk Ige into practice
and action =]

55 age of househalds having received education " % age of population having Iearnle::er:m previous disaster experiences

and taking action against future

number of vacant houses par 1000 persons +

The system will save the newly defined indicator and add it to the list of available community
indicators. Now, it will be ready to be used by Trisha in the new scenario designed for the
Nibelheim community.
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weioc RESILOC

Operation successfully performed

You will be redirected to the indicator list.

Nibelheim

Roles

Citizen & Edit Indicator configuration

Resilience expert

(gr.\ Community v ° ° ®

General details Proxies Confirm
®) Dashboard

The indicator was been successfully updated. You will be redirected to the indicator list.
@ Configuration v

® Proxies
@® Indicators
(®) Scenarios

@ Settings <

Trisha returns to scenario community list. So, she can edit the scenario by clicking on the
pencil icon and continues with the creation of the desired scenario left pending.

Moc RESILOC

English ~ T trishae
Nibelheim
= Community scenaris
e Create new Community scenario or import resiloc scenarios into your commurity
A& Communit ity

@® Dpashboard Resiloc scenarios

Community scenarios
ALL

CATEGORIES
@ configuration
Pros
® wdicators
© scenarios Wildfire Viale Kennedy 30/08/2021 + 2 [
@ settings <
Wildfire Viale Kennedy 30/07/2021 +
Earthquake, 4< ML <=5 +

Trisha can now include the new indicator in the Scenario indicators list.
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Moc RESILOC English T trishae
Nibelheim
o € Edit Scenario configuration
.
B2 Community Community Scenario
® Dashboard ° A
@® configuration C
oo
Community Indicators Scenario Indicators
® indicacors AL CATEGORIES
® scenarios
P Population awaraness and skills sccommedation buildings &
® Settings
healthcare services + land characteristics o
volunteerism + ‘emergency services o

After having complete the indicators' selection, Trisha sets the scenario visibility and proceeds
to confirm the newly defined scenario; it will be added to Nibelheim community scenario list
and will be available for future resilience assessment.

Mo RESILOC English T trishae

Nibelheim

¢ Edit Scenario configuration

Community Scenario

®) Dashhoard ° ° N
(3)
\2J
@ configuration & 4 ndica o
Pro
Flood - 10/2018 Visibility
Indicater:
@ scenarios. DRAFT @) ResTRICTED PUBLIC
Settings

L Jin)

RESILOC local manager use case

Tim as “local manager” of Nibelheim can complete the configuration of the newly defined
scenario, setting up respective additional details (if required) and proxies targets by clicking on
equaliser button.
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Moc RESILOC English T trishae
Nibelheim
'“E'“ Community Scenarios
[ e— Create new Community scenario or import resiloc scenarios into your community
2 t
(® Dashboard Reslloc scenarios Community scenarios
ALL CATEGORIES
@® conti
oo
indicator
© scenarios wildfire Viale Kennedy 30/08/2021 + Flood - 10/2018 A 1] B!
y
Settings
Wildfire Viale Kennedy 30/07/2021 +
Earthquake, 4< ML <=5 +

First of all, Tim has to fill-in all additional details specified as required during the scenario
creation phase.

eftoc RESILOC English ~ T trshae
Nibelheim
Community Scenario
)
p
demi
Dashboard
@ Cconfiguration “water Level (M)
Pro; 5
Indicaer: Valus ype: number
® Scenarios

RESILOC App Resilo

This project has recenved

ean Unior's Horizon 2020 research and innavation programme under grant agreement No 833671

Afterward he has to entry the Min and Max target values for each proxy involved into calculation
of indicators selected for the scenario at hand.

Tim, taking into account its knowledge of the community and seeking advice and support from
LRT members, assigns targets values considering proxy's unit of measurement specified right
after the name.
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#e2toc RESILOC English - T trishae

Nibelheim

Roles Community Scenario
Citizen

[E——

A% Community

® Dashboard

Configuration ~
® (Number Of Public Schoal Per Square Mile (unit: N.)

(®) proxies
Min target Max target
® indicators 20 100
@ scenarios
@ Settings

(%Number Of Vacant Houses Per 1000 Persons (unit: )

Min target Max target
20 70
(“Hotel/h: ion Per 1000 Peopl N.)

Min target Max target
70 100

Once all required additional details and targets has been filled-in, the equaliser button turns
green. Tim can now produce an assessment for the newly defined scenario.

. RESILOC Engiih > 1) tridhme

Nibelheim
Rulgs

Community Scenarios

Create new Community scenaric o import resiloc scenarios into your community

® oDashboard Resiloc seenarios Community scenarios

ALL CATEGORIES
@ configuration

® proxies

® indicaters

® scenarios wildfire Viale Kennedy 30/08/2021 + Flood - 10/2018 3 o W @
@® settings
Wildfire Viale Kennedy 30/07/2021 +
Earthquake, 4< ML <=5 +
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